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Abstract

Financial institutions face ever-increasing security challenges, prominently reflected in the dramatically rising number of
breaches and incidents. Many of these institutions are undergoing a transformation in the way the deploy, and consume IT
services. Rather than the traditional ‘Over-provision” approach — in terms of scalability, complexity, risk, cost and time to
deploy; the Cloud model enables firms to ‘under-provision’ provision only what is required and ‘elastic’. Cloud computing
enables banks and financial institutions to deploy their infrastructure, platform and software in a more efficient manner.
Cloud-based IT systems offer significant economic and scalability advantages but in the financial sector where sensitive,
private and confidential information is actively processed such solutions also present a significantly increased risk and need
to provide a more wooden security model compared to on-premise legacy solutions.

Banking and financial services institutions use cloud models for their infrastructure, platform, and Software-as-a-Service
needs. These cloud-based deployment models enable banks to meet their business and operational needs efficiently and garner
substantial savings. However, while many financial institutions have witnessed the benefits of cloud computing, security
considerations inherent to these systems have hindered and delayed their mass adoption. Security is considered the most
important barrier for adopting public clouds. Since all cloud services rely on the internet for service delivery, the Internet’s
credibility is the main concern for the financial and banking sector. The sensitive nature of information processed and stored
in such environments makes data security of utmost importance and financial service providers should approach data storage
and management issues while keeping in mind the impact it might have on their reputation if they have to face a data loss
incident.
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I INTRODUCTION
principles of Cloud-Based Big Data Security in Financial

Despite the myriad challenges associated with data
security and privacy, financial institutions are under
increasing pressure to leverage Cloud Computing
effectively for Big Data Management and Processing. The
combination of Cloud Computing, Big Data and Internet
Technologies provides a huge opportunity for FinTech
companies to create novel scalable applications and
services based on Financial Data. However, because
financial data are considered among the most sensitive
data, security concerns are critical. Thus, Security Models
are necessary in accordance with the fundamental

Institutions.

Cloud Computing is a ubiquitous phenomenon in
Computer Science that aims to deliver Computing
Services through a network in an on-demand and
convenient manner. This concept is strongly associated
with Big Data since both concepts earn environment on the
Internet. The issues of Big Data Security in the context of
Cloud Computing Architecture have drawn a great deal of
attention, notwithstanding several distinguished efforts in
this aspect. In a Cloud environment, the responsibility of
Data Security is divided among the Cloud Service
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Provider and Cloud Service User (Data Owner) on the
basis of Service Model and Deployment Model.
Accordingly, Bank Data Security in a Cloud Environment
can also be analyzed based on such a division. The basic
aspects for Cloud Computing Big Data Security in
Financial Institutions are.Data Governance and
Compliance; ldentity and Access Management; Sharing
and Collaboration within Cloud-based Big Data Services;
Privacy Preservation; Protection from Malicious
Activities; Fraudulent Transactions in  Financial
Institutions; Exploiting the Cloud for Financial Operations
by Fraud Groups and Money Launderers.

» Overview of Cloud Security in Big Data Context

The enormous growth of cloud-based data storage
and processing is primarily driven by Big Data, a
collective term that comprises a vast amount of structured
and unstructured data generated each second by major
organizations and societies, along with new technologies
that facilitate storage, processing, and analysis. Businesses
use data for various operations, including cooperation,
budgeting, stock and supply chain administration, selling
budget assessments, and determining advertising
campaigns and expenditures. Cloud services hosted on
third-party premises require customers to rely on the
security measures handled by the service provider.
Although third-party customer services typically receive

greater testing and investment in security than many
individual corporations could afford, leaks may still occur
due to changes implemented by cloud service vendors
without informing their partners. As outlined by experts,
there is shared responsibility for security between the
company deploying services into the cloud and the
provider delivering the services. Cloud service agreements
explicitly indicate how particular security concerns must
be managed and who is ultimately responsible for what
operations.

Many financial services institutions have
substantially or fully migrated services and operations to
cloud services from traditional data centers due to
significant cost reductions. In addition to meeting
compliance requirements for privacy and governance,
protecting sensitive customer data in the cloud remains a
top priority. Financial transaction records are subject to
some of the most stringent regulations regarding security,
privacy, and validity of integrity, with cloud shared
responsibility models adjusted to provide security controls
also for user workflows and databases in cloud
environments. Financial data are attractive to malicious
users, and privacy-preserving cloud data analytics of bank
customer data recorded in the United States and Europe
can provide considerable benefits as long as original
records are not disclosed to the cloud service provider.

L

Cost Reduction

Cost Reduction

IMTicss

Customer
(FinTech Co.)

Big Data Growth

Cloud Provider

§ S
h == o 5
Business Operations

@ N
<— &

Compliance &

= -

(csP,)

Sensitive
Financial Data

No Raw Data
T gl >
i < & - 2

Privacy-Preserving
Cloud Analytics

=[N _=—

Stringent Regulations

Confidential
Insights

Fig 1 Privacy-Preserving Paradigms in Financial Cloud Migration: Navigating Shared Responsibility and Regulatory

1. BACKGROUND AND CONTEXT

Integrity in the Big Data Era

cycle. To alleviate security concerns, identity and access

The security of sensitive data stored in the cloud
relies on the design of a security architecture that can
effectively protect data in a multitenant environment.
Stateless systems, network packet filtering, integrity
verification, secure communication channels, and secure
environment protection are important design elements.
Data governance encompasses data quality, integrity,
privacy, security, and governance throughout the data life

control systems must be tailored to the cloud-computing
paradigm, mapping the local identity-management domain
into the cloud identity-management  domain.
Heterogeneity challenges must not hinder data
identification and authorization at the service level.
Access-management solutions must deliver scalable
authorization and management capabilities. Data location
is a vital aspect of cloud-based services; thus, auditing,
monitoring, and logging of data access and usage help
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ensure the appropriate use of sensitive information.
Establishing security on the basis of an effective security
monitoring architecture can support anomaly detection
and business policy enforcement through real-time
response.

Access to customer data for online transaction
processing is commonly controlled by proprietary
middleware. The set of data involved in such processes is
determined in advance. The middleware relays transaction
requests from clients to the appropriate back-end
specialized services. Access to analytical data, however,
must generally be unrestricted, since the future analytical
requests are not known in advance and yet the actual
analysis must be performed with proper data subsets—
potentially composed of data from different sources—
without manually preconfiguring data access rights based
on the actual queries. Consequently, security models for
true online analytical processing systems differ
significantly from traditional online transaction processing
database-proof security models.

» Key Considerations in Cloud Security Architecture

As enterprises migrate confidential and sensitive data
to public cloud providers, the importance of ensuring
security in outsourced computing becomes critical. Cloud

Security Architecture is essential to a cloud-based IT
environment, and various frameworks have been
developed that address the deployment architecture,
security maturity, compliance, identity and access in
public cloud. Data owners are responsible for data
governance and compliance steers the implementation of
controls for data residency, regulation, audit, and overall
responsibility.

Many cloud-based implementations operate under
the shared security responsibility model defined by the
service, infrastructure, and platform  models.
Recommendations to enhance confidentiality and ensure
that the bank customer's privacy is preserved during the
development and deployment of analysis systems based on
data residing in the cloud are provided. Privacy-preserving
analytics for cloud-enabled big data science are also
examined, utilizing a sequence of trusted computing and
homomorphic encryption engines to demonstrate the
analytics in the cloud without leaking any customer
information. The integrity and security architecture of
financial transaction histories located in the public cloud
is also highlighted, detailing how the integrity of the
transaction history can be checked via a third party without
compromising the confidentiality of the stored data or any
other architecture components.

Relative emphasis of security themes in the article

Mentions (keyword-based)

Fig 2 Cloud Security Architecture Foundations for Multitenant Big Data Protection in Financial Institutions

» Equation 1) Shared Responsibility as a Control-
Partition Model
The states security responsibility is divided between
the Cloud Service Provider (CSP) and the Cloud Service
User / Data Owner depending on service/deployment
model.

o Step 1 (Define the Full Control Set):
Let the total set of required security controls be

C ={ci,¢cp ., Cn}
e Step 2 (Partition by Responsibility):
Split into CSP-owned and Customer-owned subsets:

C =CcspUCcusty Ccsp NCryst = 2.

e Step 3 (Service-Model Dependence):
Let service model m € {laaS, PaaS, SaaS}. Then the
partition is a function:

(Cesps Ceus) = f(m,deployment).

1. ARCHITECTURAL FRAMEWORKS FOR

CLOUD-BASED BIG DATA SECURITY

Designing adequate architectural frameworks that
enable security in a cloud-based environment for big data
is no easy task. Several frameworks exist from various
industries and universities that provide guidance on
building cloud and big data security architecture. While
big data governance seems to be least discussed topic,
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privacy, identity, and access management in cloud-based
information systems are well understood concepts. Many
organizations are also developing big data security
frameworks tailored for specific industries such as cloud-
based financial transaction security architecture and for
privacy-preserving big data analytics.

Establishing control over data and compliance is a
key prerequisite for organizations considering the public
cloud. Regulatory compliance requirements can be met
with cloud service providers (CSP) supporting security
models such as ISO 27001 along with service level
agreements (SLAs) combining big data technology.
Residency is often considered a pre-requisite for heavy
adoption of public cloud in the financial services sector.
Residency of data in a particular geographic region
mitigates certain regulatory concerns arising from a shared
services environment. However, data residency does not
eliminate all the regulatory concerns associated with
public cloud usage. Moreover, certain regulatory regimes
impose severe restrictions on the handling of sensitive
customer data and may require the data to remain within
the geographical boundaries of a country (data
sovereignty). Customers, therefore, have to evaluate the
residency aspect while opting for public cloud services.

» Data Governance and Compliance

Financial institutions such as banks, insurance
companies, and brokerages must ensure data governance,
compliance, and data security regulation standards to
comply with government regulations that protect
consumers. Data governance for the use of big data and

cloud computing embraces the strategic organizational
decisions over the accessibility, usability, integrity, and
security of the data in the organization. Data governance
focuses not only on classification, usability, and
accessibility but also on ensuring the ownership and
accountability of the data when the institution is using
cloud computing and big data in business processes.
Organizations using public cloud computing in big data
outsourcing may no longer be the data owner.
Organizations must be cautious of how consumers can
view the data that may contain sensitive information and
how data can be misused by an intruder in cloud
computing services.

Since financial institutions have data records of
customers, they are a prime target for threats to privacy.
The use of cloud computing data outsourcing provides
ease of disclosure to unauthorized parties and increases the
threat to data privacy. Privacy risks associated with cloud
computing data outsourcing require cloud service
providers, users, and auditors to ensure the privacy of
sensitive data such as health records, credit card details,
and social security numbers. Effective privacy-preserving
data publishing projects require the help of data and
mining experts. Security has become extremely important
for all cloud service providers, mainly the scalability of
data. A cloud security architecture for data confidentiality,
integrity, and availability is needed for web services.
Security verification methods for service-level agreements
can help maintain security and are crucial for establishing
trust in cloud computing services.
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» ldentity and Access Management in Cloud
Environments

e Cloud Security Architecture: Identity and Access
Management

Identity and access management (IAM) has emerged
as one of the main areas of concern for organizations
migrating to cloud environments. It serves to securely
manage digital identities and monitor and control access to
resources. |AM provisions the appropriate user access
levels for cloud-hosted applications, transmitting these
access privilege settings to cloud service providers (CSPs)
to enable secure single sign-on (SSO) technology.

Strong authentication controls, implementable
through cloud federation services, are essential to prevent
unauthorized 1AM access. Federation services eliminate
the need for user credentials to be transmitted over the
Internet. Federated SSO links an enterprise user directory
with CSPs, permitting users to access multiple
applications through a single authentication—including
Software-as-a-Service applications not affiliated with a
given enterprise. With OAuth technology, a network user

can permit a third-party application to access information
stored in a cloud provider without disclosing
authentication credentials. A periodic review of user
access rights reduces excessive permissions, while role-
based access control enforces least-privilege principles.
Audit trails further restrict access to audit records and track
the use of sensitive administration functions.

Dynamic data leasing within public clouds can
enhance data security without direct user involvement.
UAAs control the use of data and apply attributes such as
description, metadata, release time, level of aggregation,
lifetime, and degree of trust. When other users in the
virtual cloud want to access data, they need to meet the
rules set by the UAA, collecting the data only after leasing
permission is granted.

Despite the various security advantages provided by
cloud computing, it also introduces new security
challenges, the most serious of which is the cloud
provider's inability to protect customer data from
unauthorized access by internal malicious users. A cloud
data security service model can help mitigate this risk.

Table 1 Thematic Frequency of Key Cloud Security Concepts in Financial Institutions

Theme Mentions
Governance/Compliance 67
IAM 58
Privacy 49
Threats/Fraud 23
Residency/Sovereignty 22
Integrity 18

(AVA SECURITY MODELS AND CONTROLS an offline adversary can infer useful information about the

FOR FINANCIAL DATA

Financial data are particularly sensitive and valuable,
making them a preferred target for attackers. Two specific
security models addressing the privacy of sensitive data
stored in the cloud are presented: privacy-preserving data-
mining and data-anonymization techniques. Since a
considerable share of internet-based financial transactions
is based on an e-payment system, protection of e-payment
transactions between customers and banks is also
considered. A service-oriented solution for security of e-
payment transactions in a publicly accessible cloud serves
as the basis for the proposal.

Privacy-preserving data-mining methods enable the
analysis of sensitive data stored in the cloud without
revealing the information contained in the data to the cloud
service provider. The user first requires sensitive data
stored in the cloud and generates a demand signature. The
server generates a response, which the user decrypts. The
decrypted response gives only the information needed to
answer the sensitive-data request. Further querying of the
data is done by sending a request containing the miner's
domain knowledge and the request signature to the server.
The server responds with the mining result, which is
verified and checked for soundness by the user. The
method ensures that neither the cloud service provider nor

sensitive data.

Data-anonymization  techniques help  protect
personally identifiable information in a dataset while
keeping it usable. In the cloud-computing environment,
data-anonymization algorithms can be used to anonymize
sensitive data before outsourcing to the cloud. A cloud
service provider offers the anonymization service, which
anonymizes the data based on the privacy requirements of
the user. The service then outsources the anonymized data
to the public cloud.

» Privacy-Preserving Analytics

Privacy-Preserving Analytics for Customers of
Financial Institutions Owing to the fact that their primary
purpose is the offering of financial services for their
customers, Financial Institutions (FIs) are obliged to
protect the privacy of their customers. Despite the trust of
their customers in their financial institution regarding their
personal information as long as they operate in the
institution’s information technology (IT) environment, the
common failure of FIs’ information systems has raised
concerns. Consequently, in the cloud environment, many
customers are still reluctant to let their financial institution
carry out financial transaction analysis that requires access
to their financial information.
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In response to these needs, the concept of Private
Information Retrieval (PIR) has been proposed for
avoiding the financial institution accessing the customers’
financial transactions while enabling these third-party data
mining techniques to provide such services without
violating the privacy of customers’ transactions. A
financial transaction dataset is divided into several
subdatasets and each of these subdatasets is stored in a
different cloud service provider in a private cloud
environment. Meanwhile, these subdatasets stored in
different cloud service providers are connected via a
hidden network, which is constructed outside of the
financial institution’s environment to prevent the financial
institution from deciphering the whole picture.
Furthermore, these subdatasets also support the
communication system inside of the hidden network.

» Equation 2) Risk Scoring for Public Cloud vs on-Prem
(Business-Case Framing)

The argues the decision to use external cloud should
be based on a business case rather than assuming it is
secure, and that public cloud risk can be “less manageable”
because of multi-tenancy and continuous attack exposure.

e A standard Formalization Consistent with that
Narrative:

v' Step 1 (Define Assets and Threats):
Assets A = {ay, ..., ai}, threats T = {t, ..., t;, }.

v" Step 2 (Likelihood and Impact):
For each pair (a,t), define likelihood P(t|a) and
impact I(a, t).

v" Step 3 (Risk Per Asset-Threat):
R(a,t) = P(t|a) - I(a,t).

v’ Step 4 (Total Risk Under Environment e):
Let e € {on-prem,public cloud,private cloud}.

Ria(e) = 2 Z R, (a,t).

a€A teT

v' Step 5 (Control Effect):
If a control ¢ reduces likelihood by factor a, € [0,1]
and/or impact by 8. € [0,1]:

P'(t|a) = P(t|a) - 1_[ a., I'(at)=I(at)- 1_[ B..

cec(e) cec(e)

» Financial Transaction Security Architectures
Designing a secure architecture for financial
transaction processing and storage in public Clouds is
particularly challenging for a number of reasons. First of
all, financial transactions are of inherently high value and
therefore represent an attractive target for cybercriminals.
Secondly, current research indicates that the opportunity
cost to transfer financial transactions to a pristine server
remains low but is driven by the transaction value. Which
means that an adversary only seeks a fraction of financial

transactions with high payoff. Thirdly, existing access
control schemes do not guarantee that a transaction log is
protected against modification by authorized individuals
during the storage, processing and retrieval phase.

The potential for using Cloud platforms for secure
digital payment systems is examined. The analysis
considers the three most prominent digital payment
systems, Paypal, Google and Paypal’s Braintree, which are
built using Cloud Infrastructure as a Service (laaS)
offering. These services are then compared to a secure
architecture designed for processing financial transactions
in the Cloud. It is argued that the architecture requires
careful considerations when data is stored in a public
Cloud. Data and transaction integrity have to be
guaranteed even when the owners of the data have access
rights within the Cloud environment. Therefore, the
components of the architecture must not be able to modify
records within the transaction log. Additionally, the
transaction processing engine must not give access to
either the encryption keys or the plaintext data at any state
during the processing.

CLOUD SERVICE MODELS AND SHARED
RESPONSIBILITY

Applying cloud security to a banking scenario—the
online banking application, which is the most critical
service provided by all banks, because the core-banking
software is hosted on a private cloud. The rest of the
megabank services include both private and public cloud
systems. All applications can share a common cloud
infrastructure and tools for Information Security
strengthening, supported by an Incident Response plan and
equipped with a Crisis Management plan. The shared
responsibility model of the Public Cloud Infrastructure has
in-scope the hosting of any megabank customer
documents, used for going through forensic checks. Cyber
risks involved in the Public Cloud Infrastructure, Privacy
and IT audits in the Cloud are also analyzed. Financial
Institutions need to carefully analyze whether to deploy
their applications to a Public Cloud or on the premises of
their Data Centers.

The operations of financial institutions increasingly
rely on outsourcing services supported by cloud
infrastructure. Though occasionally criticized, the
growing reliance of financial institutions on outsourcing
does not appear to constitute a major financial stability
issue. However, to minimize risks, banks will have to
verify that their cloud service providers maintain high
operational standards and deliver adequate levels of
service continuity. Regulators have yet to pronounce
themselves on whether audit reports conducted by third
parties should satisfy prudential requirements. Banks must
be able to meet data residency and sovereignly
requirements defined by National Bank of Belgium and
European Union Directives. Public Cloud providers have
to comply with Privacy policy proofs in place in different
regions worldwide to enable financial institutions using
any Cloud Software as a Service (SaaS).
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» Public Cloud Considerations for Financial Institutions

The security, compliance, and manageability as a risk
profile of a public cloud environment can never be greater
than those of an on-premise environment. Although,
unlike an on-premise environment, which enjoys a single
tenant deployment model, a public cloud environment is
under continuous attack and its risk profile is less
manageable. This section considers the security
capabilities required to reduce risk to an acceptable level
when provisioning externally hosted cloud services for use
in a financial institution. Control goals can be grouped into
those that apply to all external cloud services and those
specific to service models (laaS, PaaS, SaaS). The control
goals cover governance and compliance, identity and
access management, and the operation and support
processes enumerated in the previous section.

External cloud services provide distinct security
challenges that must be managed in addition to the shared

security model considerations discussed in the previous
section. In particular, the fact that external cloud services
are commercially operated environments means that
security cannot be greater than that of other externally
hosted services. Credit card transactions can occur on
unsecured web sites, and public clouds can and are
compromised; for example, during the second half of
2015, Amazon Web Services (AWS) S3, Microsoft Azure,
and IBM Bluemix reported serious security incidents. As
a result, the decision to use external cloud services should
be based on a business case for outsourcing the function
(i.e., lower cost, better service) rather than on an
assumption that it is secure. Nonetheless, assuming such a
secure business case exists, according to the shared
security model, “whenever a financial institution provides
sensitive, mission-critical, confidential, critical, or highly
regulated data to a third-party service provider, it is
necessary to ensure that such sensitive data is properly
secured by that third party.”
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VI. COMPLIANCE, REGULATION, AND
STANDARDIZATION

The cloud-based security models for financial
institutions must not only address their specific
requirements but also be in accordance with the relevant
laws, regulations, and best practices. A growing number of
regulatory authorities and industry groups are introducing
standards to ensure compliance, data regulation, and data
privacy in cloud-based environments.

More and more often, regulatory mandates such as
PCI-DSS, GLBA, HIPAA, and SOX must be adhered to
for the placement of sensitive data in any cloud computing
service. However, a lack of standardization, consistency,
and established protocols often contributes to a hindrance
of adoption of cloud-based services for financial
institutions. Despite this, organizations such as the Cloud
Security Alliance (CSA) and the American Institute of
Certified Public Accountants (AICPA) have created their
own tools and frameworks to support institutions and
organizations that work in or are considering moving some
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of their operations to the cloud. Cloud-based services and
processes also need to be compliant with government
policies and national laws, especially when offering
services to government agencies or critical infrastructure.

Therefore, when providing services through a public
cloud, it frequently has to be verified is the manner of data
processing used is also compliant with the respective
regulations.

Table 2 Summary of Core Cloud Security Domains, Controls, and Emphasis Areas

Security domain

Key controls (from article)

Where the article emphasizes it

Data governance
& compliance
alignment

Data classification, ownership/accountability, audit &
monitoring, SLA security verification, regulatory

Shared responsibility;
governance/compliance and SLA
verification discussed

Identity & access

Federated SSO, strong authentication, OAuth,

IAM section focuses on federation,

preservation

outsourcing

management RBAC!/least privilege, periodic access review, audit OAuth, RBAC, audit trails
trails
Privacy PIR with split datasets across providers, privacy- Privacy-preserving mining + PIR +

preserving data mining, anonymization before

anonymization described

» Regulatory Requirements and Frameworks
Compliance with regulatory frameworks lays at the
heart of all information systems supporting financial
operations.  Financial regulatory authorities and
organizations establish compliance regulations and
frameworks that must be respected. These compliance
requirements directly impact how information systems are
designed, developed, and operated in the cloud. The
fundamental principle of compliance legislation is that
organizations must implement appropriate measures to
protect sensitive data. The financial services sector
subsequently uses the online information services of cloud
service providers. The shared security responsibility
model means that the financial services organization owns
and is responsible for the security of their data. Although

large public cloud providers have security measures to
protect their systems from threats, the individual cloud
consumer must deploy additional protective measures to
protect their user data.

Compliance mandates frequently call for a proactive
identity and access management solution that can provide
visibility into user activities across hybrid environments,
whether on-premises or in the cloud. A detailed risk
assessment needs to be conducted to classify the sensitive
data within the organization that requires added security
and how this data is protected in the cloud. Organizations
must then ensure the required cloud service provider
security controls are in place to protect these repositories.

Theme mentions by section (stacked)
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Fig 5 Identity and Access Management Authorization Model Supporting Federated Cloud Security Controls

» Equation 3) 1AM (ldentity & Access Management) as
Authorization Logic
The highlights 1AM, strong authentication, federated
SSO, OAuth, RBAC/least privilege, periodic review, and
audit trails.

e Step 1 (Users, Roles, Permissions):
Users U, roles R, permissions P, resources S.

e Step 2 (RBAC Assignments):
User-role assignment UA € U X R.
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Role-permission assignment PA € R X P.

e Step 3 (Permission-to-Resource Mapping):
Let permission p authorize action act on resource s: p =
(act, s).

e Step 4 (Authorization Decision):
A request (u, act, s) is allowed if:

AreR: (u,r) EUA A ((r, (act, s)) € PA).

e Step 5 (Least Privilege Constraint):
Minimize permission set granted:

min|Perm(u)| s.t. business tasks are feasible.

» Data Residency and Sovereignty

Many countries have enacted legal instruments that
impose requirements on their citizens, empowering local
authorities to disallow data storage and processing outside
designated jurisdictions. Legal compliance under such
conditions can be addressed with a prudent immersion
strategy that leverages local Legionnaires and
Infrastructure as a Service to connect country segments
hosting the data of the local banks participating in the
consortium.

Sovereign clouds offer a possible alternative to gain
resident-cloud adoption in regions with less stringent rules
such as the European Union. For the setup of resident
clouds, cloud service providers are needed who do
dedicate themselves to the preparation of a dedicated
public cloud infrastructure. Information about the location
of cluster constituents may then also allow the design of a
cloud security policy to provide a region-specific approach
to cloud security, such as defining the minimum-security
controls for customers in the Nordic countries or the
Middle East, such as employing WAF.

VII. CONCLUSION

The establishment of a cloud-based Big Data storage
solution represents a viable alternative for financial
institutions. Cloud service providers incorporate
sophisticated security measures and systems controls for
standard services, built upon virtualization and
automation, to achieve higher-security delivery models
and ISSE practices using concepts such as architecture and
data governance, compliance, and data management.
Nonetheless, for the protection of data such as Big Data
together with standards and regulations, the security
architectures must be negotiated and customized based on
the geographical and alignment controls needed. The joint
cloud service model and shared responsibility principle
help to determine each institution's risk and security
controls needed to protect its assets. Additionally, due to
public cloud sharing and multi-tenancy, investments in
security controls for the financial institutions are higher
than in a non-cloud environment.

Cloud computing offers a new set of service models
that greatly increase the capacity of computing-related
resources, such as processing, memory, data, and
communications. Financial institutions can take advantage
of these models to accommodate Big Data generation,
storage, and processing. Cloud service providers invest
vast amounts in all security aspects over the four layers of
security protection: physical, virtualization, network, and
application. Consequently, the cost to provide secure
service reduces significantly, enabling financial
institutions to consume best-of-breed systems and security
controls. The automation and virtualization of the services
also improve the institution's response to security
incidents. Such advantages and common aspects are
applicable to all other industry sectors considering a public
cloud service model.

Four Layers of Security Protection

100 - 98.5%

99.2%

80 4

60

Protection Maturity Index (%)

20 7

Physical Virtualization
Security Security

Network Application
Security Securnty
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Delivery and cumbersome disclosures over multiple
cloud services, supporting multi-cloud environments,
create more customer choice and true competition through
service offers of variable performance and price from
global geographies. However, without a common control
or underlying architecture, contracts are more difficult to
validate and complex integration and testing are required.
Security violations and data loss can occur across services
or as a result of simple configuration changes.

While financial security governance is a priority and
computer incident response teams monitor potential
attacks, compliance with data protection acts such as the
General Data Protection Regulation, Health Insurance
Portability and Accountability Act, or Payment Card
Industry Data Security Standard can only be determined
by dedicated testing. Local legislation and the nature of the
data can affect assignment of jurisdiction, determining
compensation or control in the event of a breach. Public
cloud services remain unsuitable for sensitive data pending
more secure architectures or measures, given the large
trusted third parties ambitiously providing the majority of
cloud services without assurances supported by ground
evidence. Nevertheless, these data-sharing security
failures are expected to diminish with more responsive
models.

Indeed, the economic advantages of public cloud and
shared services are likely to prevail, delivering ever-
greater scale of economies through providers with secure,
dependable operations maintained and tested by security
and risk experts. With both cloud-based systems and the
underlying international finance structure under
increasingly sophisticated and capable scrutiny, the need
for coordinated and stringent cloud service compliance
frameworks is certain. The urgency for establishment of
the requisite common architectural controls more easily
supported by independent, certified third parties is
increasing.
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