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Abstract

Pressures for security, privacy, and regulatory compliance continue to mount in enterprise data center ecosystems. Yet
security architecture design and compliance management remain decoupled in practice, resulting in redundancies,
inefficiencies, and increasing operational expenses. A unified control framework is proposed to converge controls,
governance, and security architecture. Environmental and enterprise factors drive the core control principles. Governance
structures and mechanisms, risk management, and security architecture layers form the framework foundation. Integrated
risk management incorporates role-based ontologies for information assets, risk assessment methodologies, and information
asset remediation. An end-to-end data life cycle perspective aligns external compliance requirements with internal policies
and supporting controls.

A reference architecture for enterprise data centers recommends design choices and patterns in areas of non-functional
and privacy controls. Core capabilities cover governance and oversight, identity and access management, data protection
and privacy, encryption and key management, secure development, and data quality controls. Examining information and
data flows as interdependent systems clarifies control touchpoints and dynamic dependencies. An external-internal
stakeholder mapping identifies actors, responsibilities, and decision-making attribution for major elements. Capability
maturity models for controls guide progress monitoring, while a phased approach assists reliance on legacy systems. The
framework addresses decision-support and control management needs.

Keywords: Unified Control Frameworks, Security and Compliance Integration, Data Center Security Architecture, Privacy
and Data Protection, Governance and Risk Management, Identity and Access Management, Encryption and Key
Management, Secure Development Practices, Data Lifecycle Governance, Compliance Control Mapping, Risk Assessment
Methodologies, Information Asset Management, Role-Based Ontologies, Control Maturity Models, Decision Support
Systems, Enterprise Security Controls, Data Flow Governance, Stakeholder Mapping, Non-Functional Security Controls,
Integrated Control Architecture.

l. INTRODUCTION are mapped to business and compliance policies as part of
the integrated compliance management function. The

The data centers supporting enterprises are subject
to competing pressures aimed at delivering uninterrupted
services while providing adequate levels of information
security and compliance management. Every incident,
operational failure, or non-subjective finding not only
indicates a weakness in information security architecture,
but also in the broader governance function of
compliance management. Governance and assurance
functions traditionally separate are treated together in the
structure of a novel unified control framework. Controls
outlined in the security and risk management literature

integration of oversight and control functions opens the
way for a convergence of security architecture and
compliance management.

The integration of security controls and compliance
management into a unified framework provides the
foundation for managerial policies that govern an
enterprise data center ecosystem. Clear direction and
visible support from executive management are
imperative for maintaining the integrity of compliance
policies and the reliability of the integrated compliance
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management function. The framework facilitates the
establishment of a capability maturity model for
compliance implementation and the integration of
information flows for certification and audit-related
activities. Security architecture decisions concerning
building protection and other protections for the data
center physical facility are more centralized, externalized,
and capital intensive than those related to data
management. Security controls related to data cover
confidentiality, integrity, and availability requirements.

1. BACKGROUND AND MOTIVATION

For large enterprises, the converging forces of
regulatory compliance and information security
architecture shape the design and operation of enterprise
data centers. Data protection and privacy regulations
impose legal requirements on organizations in order to
protect information privacy. Identity and access
management architecture helps define the layers of
control required for authentication and authorization
across the enterprise ecosystem. These two forces herald
into a unified control framework that provides design and
operational guidance for enterprise data center
ecosystems. The framework integrates security
architecture and compliance management into a cohesive
logic of design and operations, facilitating

implementation of integrated risk management across the
enterprise alliance ecosystem.

Enterprise data centers are essential component of
the information ecosystem of large organizations. They
provide the computing, storage and data management
capabilities for hosting enterprise applications and
business processes serving the enterprises’ own
requirements, as well as the requirements of business
partners, such as customers, suppliers and other
counterparties.  Security  controls, designed and
implemented to protect information assets and help
mitigate security and control defects, face mounting
challenges from the fast-evolving threat landscape and
the mandatory data protection and privacy laws enacted
by various governments around the world. Such laws
impose a set of obligations on data controllers and data
processors handling personal data. These obligations, laid
out in the form of requirements, cover the entire data
lifecycle from creation through storage and processing to
destruction.

» Objectives and Research Questions

Two intertwined objectives drive the development
of the unified control framework: first, to merge security
architecture with compliance management, and second,
to provide a support tool for the Data Protection Officer
and other regulators within an enterprise data center.
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Fig 1 An Architectural and Regulatory Compliance Framework

The framework addresses both ambitions by
applying a common set of governance, risk, and
compliance principles to connect security architecture
and compliance management. This connection generates
a unified structure within which the controls defined by
the security architecture can be easily compared with the
policies required to meet the regulations on data

protection and privacy. Two research questions address
these aspects of the framework: How can security
architecture and compliance management be converged
within a unified control framework for enterprise data
centers? How can this framework facilitate the work of
the Data Protection Officer and provide assurance to the
Information Commissioner?
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1. METHODOLOGY

The research employed an abductive-deductive
design, combining qualitative and quantitative elements
to produce a unified control framework. Initial
investigation of security architecture and compliance
management  frameworks, supported by expert
interviews, led to the synthesis of a control framework
conceptualization. Subsequent identification of additional
structural principles, encompassing layered design and
separation of security and compliance functions, provided
further corroboration of the approach. Governance
mechanisms and risk ontology applicable to enterprise
data centres were explicitly developed for the first time.
The study concluded with specification of a reference
architecture and a roadmap for implementation, including
a capability maturity model addressing convergence
within complex legacy environments.

Data sources included a combination of archival
materials and stakeholder inputs throughout the
framework development process. A review of extensive
public documentation related to the security architecture
of enterprise data centres provided an initial exploration
of current practice. The results were subsequently subject
to external validation comprising interviews with seven
experts from diverse areas of enterprise security
architecture and compliance-related policy formulation
and management, discussion at two academic workshops,
and presentation to senior practitioners convened by a
key professional association in the fields of information
security and mitigating operational risk.

» Equation 1. Unified Control Set

The framework is built by converging governance,
risk management, policy harmonization, and reference
architecture into one integrated structure. So define:

G = set of governance and oversight controls

R = set of integrated risk management controls

P = set of policy/regulation harmonization controls
A = set of architecture and technical controls

The total unified control set is:
U=GURUPUA
e Step-by-Step Derivation

v/ Step 1: Start with the article’s four backbone
components.

G, R P A
v’ Step 2: Since the paper argues they must be treated
together, the total framework is the union of these

sets.

U=GURUPUA

v’ Step 3: If you want the number of distinct controls in
the unified framework, use inclusion—exclusion:

Ul =G| + |R| + |P| + |A]
v' Step 4: Subtract overlaps counted twice:
[UI'= 1G] + IRl + [P + 4] = Z|X; n X|
Where
X, X; €{G,RPA}, i<

v/ Step 5. Add triple overlaps, because they were
subtracted too many times:

|U| = |G| + IR| + |P| + |A| — 3| X; n Xj]
+ XX N X; N X, |

v' Step 6: Subtract the four-way overlap once:

Ul =G| + IR + |P| + |A] = Z|X; n X;]
+3XinX;nX, |- 1GNRNPNA

» Essential Elements of the Framework

Disparate elements of enterprise data center security
architecture and compliance management requirements
can be consolidated into a unified control framework
designed to establish support for operations, security,
privacy, and compliance. Such a framework can comprise
the unification of controls, principles and respective
governance into a common, all-encompassing interrelated
system, or set of frameworks, that addresses the security
architecture and compliance management needs—from
business requirements and operations through the
technical implementations—of an enterprise data center.
It consists of an overarching detail-oriented, high-level
organization of an enterprise data center that conveys
information about its key stakeholders, their investment
and oversight responsibilities in operations, security,
privacy, and compliance, the respective roles of internal
and external parties, and the organizational approach to
implementing security, privacy, and compliance data
protection controls.

Within the consolidated framework there can
emerge six key areas: (1) a reference architecture for
enterprise data centers that conveys the major technical
facility components and their interconnections; (2) an
identity and access management layer addressing the
definition and provisioning of users’ identities, their
authority to access selected systems and resources, the
logging of that access, the management of information
about the access, including the physical security of
buildings and equipment, and the detection of fraudulent
access patterns and failures; (3) data protection and
privacy-related controls that focus on the safeguarding of
sensitive data, personal data, and the impact of building
privacy-aware services from a smart-building technology
perspective; (4) the analysis of information and data
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flows—such as in-, out-, and through-flow—to and from
a data center together with the underlying controls or
control dependencies; (5) the mapping of roles and
responsibilities of the main stakeholders in relation to
operations, security, privacy, and compliance; and (6) a

roadmap for real-world implementation and evolution,
including a capability maturity model, as well as
considerations for solving legacy system issues during
the progression of an enterprise data center toward the
consolidated view.

Table 1 Core Framework Structure Extracted

Layer / Component Main Purpose Main Elements from the Article Expected Outcome
Governance & Provide direction, accountability, Board, committees, executive Strategic control and
Oversight review, and approvals oversight, internal audit, assurance accountability
Integrated Risk Unify security and compliance Risk ontology, risk assessment, Consistent risk
Management risk treatment remediation, common platform decisions
Security Architecture Implement protection IAM, privacy, encryption, secure Technical and
& Controls mechanisms in the enterprise development, data quality, operational protection
data center physical/logical controls
Assurance & Verify adherence to policy, Audit evidence, reviews, maturity Demonstrable
Compliance controls, and regulation assessment, monitoring compliance and trust
v. OBJECTIVE OF THE STUDY » Study Aims and Research Insights

The objective centers on establishing a unified
control framework that reconciles enterprise security
architecture with compliance management, generating
new insights into design, construction, and operational
processes. The framework addresses both conformity
with relevant legislation, policies, and obligations, and
resilience against data security breaches through a
comprehensive set of security controls, governance, and
architecture. This demand for security and compliance
solutions derives from a combination of business needs,
ethical responsibility, the need to build trust, and legal
obligations. Within enterprise data center ecosystems,
security architecture and compliance management
represent parallel control concepts with overlapping
practical implementation areas and user communities.

Addressing the challenge of aligning and integrating
enterprise data center security and compliance demands a
cohesive framework that facilitates joint management of
these requirements and their mutual implementation.
Such a unified control framework, encompassing
controls, architecture, governance, and regulatory
compliance, constitutes the primary contribution of this
investigation. It satisfies the imperative for industry
systems and security architects to establish an effective
reference architecture for enterprise data center
environments, enabling the appropriate design,
construction, and operational aspects of enterprise
security to keep pace with the dynamic cyber-threat
landscape. The resulting consolidated design provides an
authoritative  source of principles, requirements,
standards, and security guidance for modern enterprises
exploiting on-premises, hosted, co-located, global, or
hybrid private clouds.

Enterprise data centers are under increasing pressure
to comply with a slew of industry standards, regulations,
and government mandates. Following a scandal, stock
plunge, or data breach, a loss of trust can cost a company
dearly, and angered customers will take their business
elsewhere as competitors such as Amazon or Google,
whose services are perceived to be more trustworthy, step
in. Financial penalties for breaching regulations can be
steep, and meeting these requirements often calls for a
considerable drain on both capital and operational
expenditures. A considerable proportion of these rules
mandates adherence to a set of clearly articulated
principles, which addresses security in further detail.
Although the third area of control, assurance and
auditing, is often seen as a preventive activity by
regulators and security architects, it should really be the
first capability one possesses.

From an abstract perspective, a lot of these activities
can be rationalized into a set of governance functions that
provide oversight, direction, and guidance to the
development and operations of these capabilities while
ensuring that the business and its governing bodies too
are informed of the level of trust worthiness of its
operations and systems, and that appropriate steps are
taken to address any possible shortcomings. While the
uneasiness concerning the adequacy of an organization’s
ability to manage risk should be addressed by the control
architecture, the planning and assignment of
accountability for the practical integration of the required
controls and functions into a cohesive whole should be
provided in an integrated manner to ensure consistent and
applicable implementation of the policies across the
various segments of the business. In these two regulatory
areas, separation of concerns boils down to aligning the
requirement of various regulations against internal
policies and compliance activities so that duplication and
inconsistency are minimized.
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Fig 2 Driven Datacenter Governance: Integrated Risk Management

V. RESEARCH SUMMARY

Converging security architecture and compliance
management within enterprise data center ecosystems
advances a unified control framework, closing a
significant gap in literature. Such ecosystems face
increasing pressure from regulators, customers, and other
stakeholders to demonstrate compliance with an
expanding list of data protection and cybersecurity
regulations. Realizing compliance expectations entails
managing  security  architecture and compliance
management as an integrated, interdependent system. A
unified control framework introduces joint research
questions and defines supporting elements. Formal
convergence within a single research framework
enhances clarity and discoverability, promotes consistent
policy formulation and standards alignment, and
simplifies policy consultation and control assessment.

The established framework contributes to
information  security  policy, enterprise  security
architecture, and IT risk management. It consolidates
security controls with compliance  management,
facilitating comprehensive integrated risk management
while supporting enterprise security architecture for data
centers and cloud computing environments. The authors’
conclusion reinforces the value of convergence:
integrating  security architecture and compliance
management enhances policy harmonization, enabling
clarity in mapping regulations to organizational policies,

grouping related controls, and facilitating decision-
making for assurance and control assessment.

» Equation 2. Compliance Coverage Across the Data
Lifecycle
The repeatedly emphasizes that compliance and
privacy requirements apply across the full data lifecycle.

Let:

L ={1,2,...,n} be lifecycle stages

Q = {1,2, ..., m} be compliance requirements

e aqp =1 if requirement g applies to lifecycle stage ¢,
else 0

e ¢, € [0,1] be control coverage at stage ¢

Then the lifecycle compliance coverage score is:

C= Zl=1 Xb=1 QAqe Ce
0=12p=1Aqe
e Step-by-Step Derivation

v/ Step 1: For each requirement ¢, identify which
lifecycle stages it applies to.

That is represented by ag,.

v’ Step 2: For each lifecycle stage ¢, assign a coverage
value ¢, between 0 and 1.
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Examples:

= 0 =no control coverage
= 1 =full coverage

v' Step 3: The contribution of requirement g at stage ¢
is:

QAqeCo

Because if the requirement does not apply there,
Clqg =0.

v’ Step 4: Sum over all requirements and all stages:

m n
2, e

q=1¢=1

v' Step 5: Normalize by the total number of requirement-

stage applications:
m n
2.,

q=1+¢=1
v' Step 6: Divide numerator by denominator:

C = Zf{l:l Z?:l QAge Ce
q=1 =1 0aq¢

Interpretation:

= C=1: every applicable lifecycle point is fully
covered
= ( = 0:no applicable lifecycle point is covered

» The Unified Control Framework: Key Principles and
Structural Design

Finding an appropriate balance between security
architecture and compliance management is essential for
the smooth functioning of enterprise data center
ecosystems. To this end, a unified control framework
blends enterprise security architecture with compliance
management, external regulatory requirements, industry
standards, and internal policies. All the elements bear a
strong relationship with the information flows, data
flows, dependencies among the controls, and the roles
and responsibilities of stakeholders.

The main principles behind the unified control
framework include the separation of responsibilities
between  security architecture and  compliance
management and the layering of the entire design using
the above-mentioned constructs. The top layer represents
governance and oversight mechanisms; the second layer
provides the building blocks for all other control
requirements; the third layer covers security architecture;
and the fourth layer represents assurance mechanisms.

VI

THE UNIFIED CONTROL FRAMEWORK:
PRINCIPLES AND ARCHITECTURE

The Unified Control Framework rests on a set of
seven design principles that guide its structural
composition and functionality. These principles provide
the underlying logic for its operational framework while
facilitating the integration of security architecture and
compliance management domains into organized and
systematic workflows. Each principle relates to a
structural module that collectively define the framework
architecture.

Enterprise Data Centers demand verification,
validation, and assurance mechanisms to monitor policy
and control compliance and provide trustworthy services.
Checks and balances—an orientation supported by 1SO
31000 and COBITS5 principles—monitor activities, assess
maturity, and measure performance. Aligned lenses of
security and compliance introduce a separation of
concerns that clarifies enterprise goals, domain
objectives, and perspective-specific activities, ultimately
optimize information-system budgets. Higher-level
security and compliance control objectives express the
enterprise’s intentions, acting as the basis for security,
compliance, policy, architecture, and control design.
Roadmaps and capability-maturity models define a
corresponding direction and target capability for these
domains.

» Core Components

Four core components constitute the backbone of
the unified control framework: governance and oversight
mechanisms; integrated risk management; harmonization
of security policies and regulatory requirements; and a
reference architecture for enterprise data centers.
Together, these elements establish the foundation for
interactive communications between security architecture
and compliance management—showing how the
concepts converge and differ. Detailed guidance on
specific modules, including an identity and access
management layer, data protection and privacy controls,
information-flow and data-flow analyses, and an
implementation roadmap, follows.

The governance and oversight approach emphasizes
the individuals and groups that review, approve, and
oversee the controls. Governance codes assign ultimate
accountability to the highest level of the enterprise, with
nonexecutive directors and internal audit committees
serving as sources of independent advice and
recommendations. Therefore, the aim is not merely to
ensure compliance with code prescriptions but to
engender a culture of ‘comply or explain’. In terms of
security management, the code specifies the
establishment of a separate board committee responsible
for governance risk, compliance, and the security
architecture that supports fulfillment of these
responsibilities.
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Fig 3 Unified Control Framework Core Components

» Governance and Oversight Mechanisms

Primary responsibility for enterprise risk, security,
and compliance management typically rests with the
board of directors. These topics are often delegated to
board subcommittees, with the risk committee assuming
overall fiduciary responsibility for enterprise risk
management (ERM) and associated oversight of risk
governance. The full board, however, retains
responsibility for the establishment and oversight of the
enterprise’s risk appetite and tolerance levels. Other
governance responsibilities, such as specifying desired
security and compliance objectives for a single enterprise
data center, are usually articulated in overarching
policies. The executive management team, including the
chief executive officer (CEO) and chief operating officer
(COOQ), is then accountable for ensuring that security and
compliance assurance processes are adequate and
operating effectively.

Evidence provided by the TEMPEST research
project, as well as ISO/IEC 27014:2013, Standard 34.1 of
the Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy, and
external assurance requirements such as SOC 2, C5, and
Section 404 of the U.S. Sarbanes-Oxley Act, confirm that
independent oversight review over the effective operation
of data control measures is a reasonably expected good
management practice. Such oversight typically consists
of regular management approvals based on documented
and objectively supported evidence, and the review of
that documentation by an independent party, often
internal audit. The frequency of such diligence is driven
by the materiality of the associated risks and the
organization’s level of trust in the affected operational
areas.
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VII. CONVERGENCE OF SECURITY
ARCHITECTURE AND COMPLIANCE
MANAGEMENT

Security architecture provides the technical and
design fundamentals for safeguarding enterprise IT
environments, while compliance management ensures
that regulatory and legal obligations are met. Security
architecture is largely concerned with technology
implementation matters, whereas compliance
management is highly governance oriented. An umbrella
category known as integrated risk management (IRM),
which combines elements of security architecture and
compliance management, adopts a holistic approach to
risk across the entire enterprise. While combining
security architecture and compliance management may
seem surprising, an examination of the concepts reveals a
number of overlaps that can be exploited.

Enterprise risk management (ERM), a related term,
distinguishes between different types of risk, such as
market, business, and finance risks, and their
management through specific sets of controls. However,
IRM takes a more unified view, providing a core set of
risk definitions and a range of risk assessment
methodologies. The integrated risk manager ensures that
the wvarious assessments are not only performed
consistently, but also considered holistically before
remediation recommendations are made. Even within the
subset of compliance-related risks, a range of assessment
methodologies is applicable.

» Integrated Risk Management

In many organizations, security architecture and
compliance management can be viewed as different,
albeit cooperating, disciplines. While the integration of
concerns can streamline processes and the management
of controls, the requirements of a commonly agreed risk
platform are seldom fulfilled. A more ambitious

perspective  considers  security  architecture  and
compliance management as two sides of the same coin,
as two inseparable and integrated processes. Such a view
deploys an extended definition of integrated risk
management  wherein  security  architecture and
compliance management converge in a control ecosystem
that handles security risk, compliance risk, and the
relations among them. Integrated risk management then
brings security architecture and compliance management
into a common management platform capable of
ensuring, from a general-purpose perspective, both
physical and logical asset protection as well as the
fulfillment of legal, regulatory, and policy requirements.

A first step in this direction consists of the
definition of a standard risk ontology and a common risk
assessment approach applicable also to threats not posing
an immediate direct risk to the organization’s
information. When extended to include reputation risk
and business continuity disruption, ensuring the required
coordination among responsible functions—and thus,
integrated risk management—becomes a requirement.
The next step seeks to ensure that all internal control
requirements are mapped to system requirements and that
these requirements are satisfied either by security
architecture controls deployed within the system or by
compliance management controls operating outside the
system. Convergence can then be properly streamlined,
managed, and supported.

» Policy Harmonization and Standards Alignment
Compliance with regulatory/legal requirements has
become an integral part of any organization’s information
security program. However, for many organizations,
especially those involved in financial services,
maintaining compliance and audit requirements have
become a necessary evil, often requiring dedicated
resources for keeping these documents evergreen and
ensuring regular reviews, audit trails, and evidence
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logging; and oftentimes resulting in a compliance
verification exercise requiring a full deployment cycle.

Developing a comprehensive set of internal security
policies is a recognized leading practice and many
organizations worldwide have defined policies covering
various security topics, although often in silos. However,
organizations often fail to map their regulatory/legal
requirements to their internal policies, thereby negating
the value of investing in policy development. Policy
development programs that are defined in line with such
requirements help to reflect a higher level of maturity.
Further, regulation-driven standard implementations are
either not aligned to the organization’s overall security
architecture (thus impacting “compliance by design”) or

they invariably deviate from the defense-in-depth
security principles attempting to cover various regulatory
necessities; thereby introducing security gaps for
attackers to exploit. Hence, regulations must be mapped
to security policies, and policies aligned to technology
implementation  standards which are ultimately
implemented by controls in accordance with the
organization’s  business processes. This requires
harmonization of the complete  ecosystem—
regulatory/legal requirements, internal policies, security
standards, technical standards, technology
implementations, security controls, and business
processes—enabling an integrated and compliant
Security Architecture/Framework.

Table 2 Major Technical and Management Domains

Domain Article Emphasis Typical Controls / Actions
Identity & Access Authentication, authorization, privilege control, | ldentity lifecycle, MFA, access logging, SoD
Management segregation of duties enforcement
Data Protection & Confidentiality, integrity, availability, privacy Data minimization, retention, consent,
Privacy by design encryption at rest/in transit
Information & Data Mapping dependencies and control touchpoints | Flow inventory, data classification, control
Flows mapping

Policy Harmonization
and standards

Align external regulations with internal policy

Regulation-to-policy-to-control mapping

Stakeholder

Responsibility oversight

Clarify role ownership and independent

DPO, CSO, board, audit, app owners

Implementation
Roadmap

Phase-wise modernization with maturity growth | Work packages, metrics, migration planning

VIII. REFERENCE ARCHITECTURE FOR
ENTERPRISE DATA CENTERS

Broadly, any conceptually sound approach to
enterprise data centers must account for information
security and compliance, among other concerns.
However, specifics on how to realize such architectures
are often at best vague. The unified control framework
therefore provides an enterprise data center reference
architecture  that  establishes key  components,
architectural patterns, and enabling technologies for
effective implementation.

Success or failure hinges in part on a unified control
framework, the architecture and governance structures it
defines, and the main concerns driving design. Yet a
reference architecture for enterprise data centers remains
under-addressed. Such architectural implications are thus
fleshed out: designers, security architects, and risk
managers need proven blueprints to expedite and enhance
the quality of enterprise data center security architecture
work. Close ties to reputational risk and regulatory
compliance in an environment already incurring
significant costs position enterprise data centers as
suitable candidates in the wake of prominent breaches.

A comprehensive risk approach for enterprise data
centers warrants a unified security architecture and
compliance management strategy mapping governing

policies to implemented controls complemented by a
mutual dependency assessment. Given the proliferation
of compliance mandates and their interaction, a
consistent integrated risk management model provides a
foundation for a coherent set of compliance controls.
Such policy demands give rise to the formal risk
management model. Various mappings then reveal a
detailed underlying structure.

» Equation 3. Inherent Risk and Residual Risk

The centers integrated risk management around
assessing risks and then reducing them through unified
controls.
Let for asset i:

e p; = probability of adverse event
e [; =impact if the event occurs

Then inherent risk is:
inh
Ri( ) = pil;

Now let E; € [0,1] be total control effectiveness.
Then residual risk is:

(res) _ p(inh)
RirCS — Ril (1 _ EL)
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e Step-by-Step Derivation

v' Step 1: Define inherent risk as likelihood times
impact:

inh

RI™ = p,I,

v' Step 2: Suppose controls remove a fraction E; of that
risk.

Then the fraction of risk left is:
1-E;

v/ Step 3: Multiply inherent risk by the unreduced
fraction:

inh
Ri(res) — Ri(m )(1 _ Ei)
v' Step 4: Substitute the inherent-risk formula:

Ri(res) =p;(1-E;)

> ldentity and Access Management Layer

Identity and access management enables
authentication and authorization of identities, while rules
govern privilege allocation and segregation. ldentity
management creates, modifies, and deactivates identity
records across systems. Authentication processes
establish the wvalidity of credentials. Authorization
determines controls, functions, data sets, and activities
entitled to an identity based on identity information,
existing access, and related rules. These rules facilitate
management of separation of duties to mitigate fraud and
error risks. Finally, privilege management focuses on
allocation, modification, and detection of excessive rights
assigned to identities accessing systems.

A well-defined identity and access management
layer plays a crucial role in the protection of enterprise
data centres and the underlying information systems
against breaches. Controls within this layer mitigate
transitive risks arising from privileged identities and
facilitate the preventive, detective, and corrective
deterrence and control of fraud undertaken through
identity misappropriation by external and internal actors.
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Fig 5 Secure Identity Ecosystem: Enabling Access and Mitigating Transitive Risks

» Data Protection and Privacy Controls

Protecting data confidentiality, integrity, and
availability is vital to satisfy customer requirements and
regulatory demands. Enterprise data center ecosystems
must establish policies to limit data prioritization,

assurance levels, and location. Data protection
incorporates the principles of minimizing data, keeping it
private by design, encrypting data at rest and in transit,
maintaining proper retention schedules, and promptly
testing, validating, and monitoring backups. Privacy
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controls encompass managing identity, security, and
access, encryption, data minimization and retention,
consent for sensitive categories, applying privacy by
design, appointing a privacy focal point, and outlining
grievance mechanisms. Tools such as scanners, identity
and access management systems, cunning services, and
hybrid cloud infrastructures facilitate these capabilities.

Data protection and privacy must be seen
holistically and woven into the fabric of the enterprise
ecosystem. A privacy policy describes a data owner's
commitments, sets expectations for clients, prospects, and
staff, defines the reasons for collecting data, and
addresses the company's end of GDPR requirements.
These commitments also cover the capabilities of the
enterprise ecosystem concerning data forensics, detail
how end-user privacy expectations are achieved, and
describe sanction processes for data loss. Privacy by
design and the requirement of consent for sensitive data
categories ensure that privacy-related business-as-usual
processes are in place.

IX. INFORMATION FLOWS, DATA
FLOWS, AND CONTROL M
DEPENDENCIES

Information and data flows between stakeholders
and systems are essential for successful mission
execution. The direction of movement determines
specification and protection for information, but
irrespective of direction the flows need protection against
breaches of security and privacy. Security and privacy
controls are therefore mapped against flows of both
types, including confidentiality, integrity, availability,
safeguards for sensitive data, and establishment of
transparent management of personal data. The
abstractions defined in section 6 and their application
enable identification of control points where roles and
responsibilities need definition and assurance against
non-compliance.  Implementation of the control
objectives ultimately delivers the risk assessment
required to support design, operation, and audit of the
complete enterprise system of which the data centre is
only a part. The control mapping also serves to underpin
the phase-wise building of the complete capability.

A strong relationship exists between the information
flows supporting an enterprise mission and the data
produced, consumed, and transformed in the course of
executing that mission. Information flows support
mission-critical business functions such as creating,
moving, and receiving goods, opening and managing
customer accounts, providing customer service, and
embracing change. Information can be classified as test,
development, operational, decision support, and reporting
(used for regulatory compliance and external reporting
purposes). Data moves along a similar route and
accelerates the fulfillment of business functions.
lllustrating that alignment are the information flows
required to fulfill a contract: “Contact detail data about
the customer is required to send the goods; data about the

location of the goods is needed so that the delivery truck
can get to the location; data that defines the contents of
the parcel is required for it to be loaded, etc.” The
criticality of the underlying data is therefore logically
auditable and dictates the control requirements as well as
the security architecture.

» Critical Interdependencies Among Information and
Data Flows

Enterprise data center security strongly depends on
the movement of information and data; critical
interdependencies among data-flows, information-flows,
and associated control dependencies must be understood.
Data-flows within or towards the data center ecosystem
involve shared or transmitted data-elements. Information-
flows capture the exchange of information that can affect
confidentiality, integrity, or availability. Control
dependencies include the relationship between a control
measure and elements of information-flows, data-flows,
or processes encapsulated with both.

Various business processes supported by the data
center ecosystem generate or consume information that is
transmitted from one entity to another over information-
flows, or that is physically transported and transmitted
over data-flows. Information processed by the
information-flows, such as user credentials, financial
information, or Personally Identifiable Information (PII)
of data subjects, is used or exchanged as inputs or outputs
by interacting entities. These information-flows are thus
important for defining security requirements, not only of
logical information-processing entities but also of
physical ~ components like fire-safety, HVAC,
surveillance, van’s etc. Internal information-flows
interact with external data-flows during business
interactions with the risk-owner’s customers, vendors,
and third-party service providers. Hence, the security of
information exchanged over information-flows forms the
basis for the security of data-flows. An inventory map
indicating these interactions can thus help strengthen the
security posture.

» Equation 4. Combined Effectiveness of Multiple
Controls
The layered controls. If several controls protect the
same asset, one natural formalization is to model the
chance that all controls fail.

Let:

e ¢;; € [0,1] = effectiveness of control j for risk i
e There are k controls protecting risk i

If failures are treated as independent for modeling
purposes, then:

k

E; = 1—1_[(1—%.)

j=1

e Step-by-step derivation
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v Step 1. A single control with effectiveness e;; leaves
failure probability:
1-— eij
v/ Step 2: If there are k independent controls, the
probability that all controls fail is:

k

n(l —e;))

j=1

v Step 3: Therefore, the probability that at least one
control succeeds, i.e. total effectiveness, is:

k
E; = 1—1_[(1—%)
j=1

v' Step 4: Put this into the residual-risk equation:

k
R{™ =pil;[ 1-[1- n(l —eij)
j=1

v’ Step 5: Simplify:

k
R{™ =pi; n(l —ey))
j=1

X. ROLES, RESPONSIBILITIES AND
ORGANIZATIONAL ALIGNMENT

All stakeholders involved in the design, build, and
operation of an enterprise data center bear the shared
responsibility for protecting the data housed within from
unauthorized disclosure, alteration, or destruction. Roles
may be allocated depending on the sensitivity of the
information, the criticality of the data center to
supporting the institution’s mission, the level of risk
accepted for the data, and outside regulatory
requirements. These roles are further defined, alongside
key sensitive areas of exposure, within the areas of the
Data Protection Officer, the Chief Security Officer,
Business Application Owners, and the Enterprise Data
Warehouse Manager. While these roles are not
exhaustive, a failure to adequately assign them may
create vulnerabilities for the data being managed.

To be effective in delivering the services expected,
all stakeholders must also work collaboratively with each
other, as well as with stakeholders external to the
enterprise data center ecosystem, such as audit and other
oversight functions. To provide the assurance required,
oversight and audit functions must be independent of the
operations and management of the ecosystem. For these

functions to be effective, they should have clearly defined
functions with sufficient authority, stature, and
resourcing to carry out their responsibilities. Further,
defining the interaction model among the stakeholders,
and between the ecosystem and the oversight functions,
will enable assurance reviews to be carried out with
minimum friction.

» Key Stakeholders and Their Functions

Enterprise data center ecosystems (EDCE) support
the breadth of a firm’s information technology,
communications, application, and processing needs. The
legal landscape and risk management requirements for
the government and enterprise operations of
organizations have become increasingly complex.
Information technology and information security within
organizations are also facing mounting scrutiny and
pressure. A combination of formal oversight and
compliance review, along with an inherent desire to
conduct business in a secure and sustainable manner,
underpins these requirements. This convergence is best
evidenced within the policies, governance, architecture,
design, and daily operations of an organization’s
enterprise data center environment.

The stakeholders of an enterprise data center are
diverse and operate at varying levels within an
organization. However, business-related policy and
compliance tend to function in silos while security
architecture efforts are grounded more in operational
integrity. Accordingly, participation at these governance
levels is typically segregated into review cycles that do
not permit collective view or decision-making authority.
Functions such as information security, risk management,
third-party vendor management, business continuity, and
disaster recovery collectively provide assurance yet
remain distinctly separate. A unified control framework
is thus needed to facilitate complex operational
compliance requirements.

306



EDCE & Fragmented
Stakeholders

INTEGRATED

s ;’

Security

& 58|

Compliance Information Daily
Revoew Technology Operatlom

Mounting Scrutmy @
Inherent Secure Business

INFORMATION STREAMLINED BUSINESS CONTINUITY SUSTAINABLE
SECURITY & RISK THIRD-PARTY & DISASTER RECOVERY BUSINESS
MANAGEMENT VENDOR ASSURANCE ASSURANCE OPERATIONS

Siloed Policy & Compliance
——— Review Cycles Segregated
—— Lack of Collective View

UNIFIED CONTROL
FRAMEWORK

. 1],

S
< allll

SECURE &

Fig 6 Integrated Frameworks for Modernizing Enterprise Data Center Ecosystems (EDCE)

XI. IMPLEMENTATION
CONSIDERATIONS AND ROADMAP

A coherent implementation process is crucial for
effective aerodynamic control to facilitate the required
safety and performance levels. First, the implementation
of all modules and controls within the unified control
framework is proposed and organized in work packages
spanning suitable time frames. An information-centric
capability maturity model provides a holistic overview of
the organisation’s information-related capabilities,
governing their supporting policies, processes, and tools.
The model establishes not only the current state of those
capabilities, but also succeeding target states and the
associated recommendations to achieve them. Second, a
structured roadmap outlines the most efficient and
effective way of implementing the unified control
framework’s other control modules, taking into account
the capabilities, maturity levels, and priorities of the
organisation. To provide the required context and enable
satisfactory planning, the implications of migrating to the
unified control framework are then discussed, as well as
how legacy systems can be managed during the
transition.

The implementation roadmap establishes guidelines
for aligning the implementation of all security and
compliance controls with the unified control framework’s
principles. It decomposes the controls into distinct
activities that can be delivered by capable teams
progressing at appropriate speeds while remaining
optimally aligned with business requirements. Alignment
also ensures that the resulting capabilities can sufficiently

support and satisfy the information protection
requirements derived from the information flows, data
flows, and information-related audits, assurance, and
control activities of the organisation.

» Capability Maturity Model

A Capability Maturity Model defines progression
across five levels of capability maturity, supported by
assessment methods and metrics. The levels
incrementally reduce the degree of reliance on ad hoc
execution, increase positively verified capability, and
enhance repeatability. Descriptions of the five realization
levels are summarized in Table 5.

e |Initial:

A level of ad hoc activity. Processes are
unpredictable and poorly controlled. Actions are typically
undertaken by individuals with the capability and
experience to do so in the absence of a documented
process. There is minimal or no capability to measure the
effectiveness or efficiency of deployed controls or
supported processes.

e Managed:

A level of planned and documented capability.
Activities are planned, documented, and the
implementation status followed up. Capability levels are
assessed, although there may be little recorded evidence
of the actual performance of risk assessment exercises or
of the application of the outputs. Controls and activities
are executed, although dependency on specific people
and skill levels remains substantial.
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e Defined:

A level in which coordination and governance
structure, supported by formally documented processes,
have been established. There is sufficient confidence in
the documented processes that they are routinely
followed, although training may be needed to support
their application across all project areas. The processes
enable interfacing and dependability across boundaries.

¢ Quantitatively Controlled:

At this level, an organization demonstrates the
ability to manage performance and predict its capability
to deliver confirmed requirements. An understanding of
the distribution of process performance, supported by

control over critical process quality attributes and risk
assessments, enables reliable forecasting of outcomes and
service performance.

e Optimizing:

At this level, the organization demonstrates
conformance to defined processes for delivery and
governance, routine evaluation of process capability and
process-performance data, and the use of these measures
to update the process assets. Project reviews, together
with the ongoing input of the process improvement
group, form the basis for improving processes, preventing
rework, and minimizing risk.

Table 3. Stakeholder Responsibility Map

Stakeholder

Main responsibility in the framework

Board / Risk Committee

Risk appetite, oversight, governance direction

Executive Management

Ensure security and compliance processes operate effectively

Security Architecture Function

Design and implement security controls and architecture

Compliance / Data Protection Officer

Regulatory alignment, privacy obligations, control assurance

Internal Audit

Independent review of control effectiveness and evidence

Business / Application Owners

Operational ownership of systems, data use, and control execution

» Migrations and Legacy Systems

By their nature, enterprise data center ecosystems
are expected to last for a number of years. With
economies requiring constant investments into new
technology, an enterprise data center ecosystem in
production and process environments may present a
deficiency in investment contributions. Enterprise data
center ecosystems operating in demanding environments
provide adequate motivation for investment and
migration funding. These enterprise data center
ecosystems often contain support systems that require
investments in technology refreshment based on the
continued development and introduction of new capacity
management functionality.

The complexity introduced to an enterprise data
center ecosystem from having legacy systems and
operating versions and releases can result in cost—often
referred to as technical debt. For enterprise data center
ecosystems engineered to result in a financial position of
long-term sustainability, it is necessary for the
engineering process to consider a migration roadmap.
Control dependencies among the information flows and
data flows layers show that, if not properly addressed, all
target capability maturity levels for the enterprise data
center ecosystem will be delayed and therefore not
aligned.

» Equation 5. IAM Exposure / Transitive Privilege Risk
The explicitly mentions transitive risks from privileged
identities. A useful formalization is:

Let:

o x;, = lifidentity k has access to resource m, else 0
e s, = sensitivity score of resource m

e w,, = privilege weight on resource m (read, write,
admin, etc.)

Then identity exposure is:

M

Xy = Z Xkm WmSm

m=1

If d; is a segregation-of-duties penalty factor, then
transitive risk becomes:

Tk = Xk(l + dk)
e Step-by-Step Derivation

v/ Step 1. For each resource m, determine whether
identity k can access it.

Xkm € {011}

v’ Step 2: Weight that access by the privilege intensity
W,

v’ Step 3: Weight it again by the sensitivity s,,,.
So contribution from one resource is:
XemWmSm

v’ Step 4: Add over all resources:

M

Xy = Z Xkm WmSm

m=1
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v’ Step 5: If the identity violates segregation-of-duties or
accumulates risky privilege combinations, add a
penalty factor d, = 0:

Tk = Xk(l + dk)
XIl. RESULTS

The unified control framework enables a deeper
understanding of enterprise data centers and the security
and compliance pressures that drive design and
operational requirements. A reference architecture, based
on the perspective of security controls and their
expression in different layers of the system, illustrates
security requirements and defines the functionality
needed to enable supporting security controls in each
layer. In addition, interdependencies in the three flows
that traverse an enterprise data center—information, data,
and control—are described to enrich and complement the
perspective offered by the reference architecture.

Security architecture is expected to enable the
definition of a comprehensive set of security controls that
would allow for the mitigation of security risks in the
enterprise data center. Existing security control catalogs
derive their operations from various regulatory
requirements and integration with security architecture
design is expected to produce a well-structured mesh of
security controls presenting a common operating picture
as well as the identification of overlaps, gaps, and
weaknesses.  Security architecture and compliance
management, each a fundamental element for controlling
security risks in enterprise data centers, are recognized as
converging topics. The ongoing convergence of security
architecture and compliance management increases the
need for the integration of security control design and
regulatory requirements. This integration is recognized as
an essential aspect of integrated risk management,
supporting the governance of the data center and enabling
the establishment of an integrated view for policy
harmonization and control design.

Information, Data, & Control Flows

Common Operating
Picture

Operational Req

Regulatory Sync

Control Flow

Data Flow

Information Flow

94.9%

(1] 20 40

Dependency Weight (%)

v T T
60 80 100

Fig 7 Information, Data, & Control Flows

X1 CONCLUSION

Nevertheless, data centers can be managed
efficiently and securely through careful coordination of
controls, governance, and architecture. The proposed
unified control framework enables enterprise data centers
to consolidate their security architecture and compliance
management. This converged approach results in a
system for enterprise data center security and compliance
that is simpler, easier to understand, more complete, and
maintains integrity. Security architecture controls,
regulatory compliance policies, and corporate governance

structures are all interdependent and can therefore be
designed, managed, and operated to be mutually
supportive. A new taxonomy of risk integrates these
areas.

A real-world example illustrates the framework’s
principles, structures, and operational design features.
The analysis also demonstrates how the various control
systems interact and informs their design and
implementation. The findings guide enterprise data-
center policy and architecture design while ensuring that
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regulatory requirements and security best practices form
an integral part of day-to-day operations.
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