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Abstract 
As healthcare information systems continue to evolve under stringent privacy regulations, such as the Health Insurance 

Portability and Accountability Act (HIPAA), the need for precise and time-aware access control mechanisms in SQL-based 

environments has grown significantly. This review provides a comprehensive survey of fine-grained temporal access control 

(FGTAC) models designed to support secure, auditable, and policy-driven data access within relational databases used in 

healthcare. It investigates core architectural components, such as time-interval constraints, role-based access overlays, 

attribute-based access controls (ABAC), and query rewriting techniques that enforce temporal policies. The paper further 

categorizes FGTAC schemes based on their adaptability to dynamic access conditions, retroactive auditing, and forward-

looking permissions. Key challenges addressed include temporal granularity alignment with clinical workflows, performance 

optimization under concurrent access, and cryptographic enhancements for secure time-bound access. Case studies from 

HIPAA-compliant deployments illustrate the practical application of these models in real-world health IT systems, 

emphasizing compliance, traceability, and patient privacy preservation. This survey aims to guide researchers and system 

architects in designing next-generation secure database systems that effectively balance healthcare usability and privacy 

obligations. 

 

Keywords: Fine-Grained Access Control, Temporal Constraints, HIPAA Compliance, SQL Databases, Healthcare 
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I. INTRODUCTION 

 
 Background on Secure Data Access in Healthcare 

The digitization of healthcare records has 

revolutionized patient care, enabling rapid access to 

medical histories, facilitating coordinated treatments, and 

improving overall healthcare outcomes. However, this 

digital transformation has also introduced significant 

challenges in ensuring the confidentiality, integrity, and 

availability of sensitive patient information. The Health 

Insurance Portability and Accountability Act (HIPAA) 

serves as a foundational framework in the United States, 

mandating stringent safeguards to protect electronic 

protected health information (ePHI) from unauthorized 

access and breaches. 

 

Healthcare organizations are increasingly adopting 

advanced database systems to manage the vast amounts of 

patient data generated daily. These systems must not only 

support efficient data retrieval and storage but also 
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enforce robust access controls to prevent unauthorized 

disclosures. Traditional access control mechanisms, while 

effective to an extent, often lack the granularity required 

to address the complex and dynamic nature of healthcare 

data access needs. For instance, a clinician may require 

access to specific patient records during certain 

timeframes, necessitating more nuanced control 

measures. 

 

Moreover, the rise in cyber threats targeting 

healthcare institutions underscores the critical need for 

enhanced security measures. Data breaches can have 

devastating consequences, compromising patient privacy 

and eroding trust in healthcare systems. Implementing 

fine-grained access control models that consider various 

factors—such as user roles, attributes, and temporal 

constraints—is essential in mitigating these risks and 

ensuring compliance with regulatory standards. In this 

context, the integration of sophisticated access control 

mechanisms within SQL databases becomes paramount. 

These mechanisms must be capable of dynamically 

adjusting permissions based on evolving roles and 

responsibilities, thereby aligning with the principle of 

least privilege and ensuring that users access only the 

information necessary for their duties. 

 

 Importance of Time-Aware Access Control under 
HIPAA 

Time-aware access control introduces a temporal 

dimension to data security, allowing permissions to be 

granted or revoked based on specific timeframes. This 

approach is particularly pertinent in healthcare settings, 

where access requirements can vary significantly over 

time. For example, a healthcare provider may need access 

to a patient's records during an active treatment phase but 

not afterward. Implementing temporal constraints ensures 

that access is appropriately limited, reducing the risk of 

unauthorized data exposure. 

 

HIPAA emphasizes the necessity of implementing 

technical safeguards to protect ePHI, including access 

controls that are responsive to the dynamic nature of 

healthcare operations. Time-aware access control models 

align with these requirements by enabling organizations 

to define precise access policies that consider both the 

user's role and the temporal context of the access request. 

 

Furthermore, incorporating temporal elements into 

access control policies enhances auditability and 

accountability. By maintaining detailed logs of who 

accessed what data and when, healthcare organizations 

can more effectively monitor compliance and detect 

potential security incidents. This level of oversight is 

crucial for demonstrating adherence to HIPAA 

regulations and for conducting thorough investigations in 

the event of a breach. The implementation of time-aware 

access control also supports the principle of data 

minimization, a core tenet of HIPAA. By restricting 
access to the minimum necessary information for a 

specific period, organizations can better protect patient 

privacy while still facilitating necessary healthcare 

operations. 

 Objectives and Scope of the Survey 
The primary objective of this survey is to provide a 

comprehensive analysis of fine-grained temporal access 

control models within SQL databases, specifically in the 

context of HIPAA-compliant healthcare information 

systems. The survey aims to explore the various 

methodologies and frameworks that have been developed 

to enforce time-sensitive access controls, evaluating their 

effectiveness, scalability, and compliance with regulatory 

standards. 

 

This review will delve into the architectural 

components of these models, including the integration of 

role-based and attribute-based access controls, and the 

implementation of query rewriting techniques to enforce 

temporal policies. By examining these elements, the 

survey seeks to identify best practices and potential areas 

for improvement in the design and deployment of access 

control mechanisms. 

 

Additionally, the survey will assess the practical 

applications of these models through case studies of 

HIPAA-compliant healthcare systems. These real-world 

examples will provide insights into the challenges and 

successes associated with implementing fine-grained 

temporal access controls, offering valuable lessons for 

healthcare organizations seeking to enhance their data 

security frameworks. Ultimately, this survey aspires to 

serve as a resource for researchers, system architects, and 

healthcare IT professionals, guiding the development of 

next-generation secure database systems that balance the 

imperatives of data accessibility and patient privacy. 

 

II. FOUNDATIONS OF FINE-GRAINED 

TEMPORAL ACCESS CONTROL 

 
 Temporal Dimensions in Access Control Policies 

Temporal access control policies are fundamental 

for safeguarding health information in environments 

governed by compliance standards like HIPAA, where 

access must be not only role-appropriate but time-

appropriate (Ijiga O. et al, 2024). Fine-grained temporal 

access control (FGTAC) models leverage constraints 

based on specific time intervals to ensure that healthcare 

personnel access only what is necessary within 

permissible timeframes. Li et al. (2021) emphasize the 

necessity for integrating time-bound logic into access 

policies, particularly to facilitate episodic and emergency 

access while maintaining audit trails. Rewagad et al. 

(2021) extend this by introducing the concept of “time-

window-aware policies,” which accommodate contextual 

data disclosure while limiting the duration of access 

according to clinical necessity. 

 

Healthcare operations demand high responsiveness 

to dynamic workflows—such as patient admission, 

discharge, or shift rotations—which directly influence 

authorization scopes. Kaur et al. (2022) propose models 
where access tokens carry temporal validity metadata, 

preventing stale or post-operative data exposure. These 

strategies enhance protection against misuse, especially in 

longitudinal electronic health records (EHRs), where 



96 

unauthorized post-discharge access could violate patient 

privacy. Lin et al. (2020) provide a comprehensive 

taxonomy of temporal models, highlighting the 

implementation of start-end interval policies, sliding time 

windows, and periodic schedules aligned with care 

delivery workflows. 

 

Temporal policies are especially vital in enforcing 

the principle of least privilege, whereby users can access 

specific records only during predefined episodes or task 

durations (Ajayi et al, 2024). By anchoring policies in 

temporal semantics, systems reduce unnecessary 

exposure, improve forensic traceability, and align 

database behavior with legal retention and revocation 

timelines. These dimensions are essential in ensuring that 

healthcare systems function with agility while remaining 

strictly compliant with privacy mandates. 

 

 SQL-Based Models or Enforcing Fine-Grained 
Permissions 

SQL-based systems remain at the heart of healthcare 

data repositories, and the challenge lies in enforcing 

complex fine-grained permissions directly within these 

relational architectures. Unlike coarse-grained security 

that operates at the table or column level, fine-grained 

control necessitates row-level and tuple-level logic, often 

embedded through dynamic query rewriting and 

conditional views. Khurana et al. (2021) present a 

dynamic SQL-based framework that rewrites queries in 

real-time to append security predicates based on user 

roles, access history, and temporal constraints. This 

method enables precise enforcement without altering the 

core schema, preserving system modularity and 

performance. 

 

Healthcare systems require dynamic permissions 

that vary depending on evolving clinical contexts. Tripathi 

et al. (2022) designed a model where SQL queries are 

intercepted and evaluated against access control policies 

stored in metadata tables. This metadata includes patient 

consent records, treatment phase identifiers, and 

timestamps to allow or deny access. Such SQL-level 

enforcement models can effectively prevent privacy 

violations by embedding access rules in stored procedures 

or views. Liao et al. (2021) extend this approach by 

integrating logical functions directly into SQL WHERE 

clauses, providing a seamless policy evaluation pipeline 

that ensures compliance without sacrificing system 

responsiveness. 

 

Bhatti and Ghafoor (2021) argue that declarative 

access control using SQL views and triggers is optimal for 

HIPAA environments, where auditability and non-

repudiation are required. These declarative constructs 

allow transparent enforcement of privacy policies with 

minimal manual intervention, enabling automated audits 

and rollback capabilities in case of unauthorized access. 

This paradigm supports policy flexibility while ensuring 
strong enforcement of fine-grained conditions, especially 

in hybrid on-premise and cloud SQL deployments 

prevalent in modern health informatics (Atalor et al, 

2023). 

 Role-Based vs Attribute-Based Temporal Control 
Models 

The dichotomy between role-based access control 

(RBAC) and attribute-based access control (ABAC) has 

long shaped database security, but temporal control 

introduces new complexity necessitating hybrid models. 

RBAC relies on predefined organizational roles (e.g., 

nurse, physician), while ABAC evaluates attributes such 

as department, location, and time of request. Zhang et al. 

(2021) propose a hybrid RBAC-ABAC system where 

temporal constraints are mapped to user roles but 

activated through dynamic attributes—such as shift 

schedule or active patient assignments—enhancing real-

time responsiveness. 

 

Sun et al. (2022) underscore the practical value of 

combining both models in electronic health record 

systems, where role information may remain static, but 

access requirements shift with clinical events. They 

implement time-bound policies where roles define base 

access, but ABAC rules override permissions when 

additional conditions—like patient consent status or 

emergency code flags—are met. Such hybrid systems 

ensure granular, adaptable access, crucial in emergency 

situations where predefined roles are insufficient. Mishra 

et al. (2020) extend this notion by enabling access 

revocation upon policy condition changes, such as patient 

discharge, using timestamped logs and automatic session 

invalidation mechanisms. 

 

Yang et al. (2022) address the growing complexity 

of hybrid control through conflict resolution frameworks 

that prioritize ABAC rules during temporal overlaps or 

ambiguities, ensuring HIPAA compliance in 

unpredictable clinical environments as seen in Table 1. 

Their model includes temporal logic modules that 

evaluate overlapping permissions using conflict 

resolution hierarchies, essential for preventing access 

leakage during transitional healthcare operations 

(Azonuche et al, 2024). These integrated approaches 

make hybrid models increasingly vital for policy 

expressiveness, ensuring dynamic and context-sensitive 

enforcement of temporal access control in SQL-based 

healthcare systems. 
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Table 1 Comparative Summary of Role-Based and Attribute-Based Temporal Access Control Models in Healthcare SQL 

Systems 

Model Type Core Mechanism Temporal Adaptation Key Insight from Literature 

RBAC (Role-

Based Access 

Control) 

Access granted based on 

predefined roles such as 

doctor, nurse, admin 

Temporal rules are statically 

assigned to roles (e.g., shift-

based access) 

Zhang et al. (2021) mapped time 

constraints to roles but relied on 

dynamic attributes to activate them 

ABAC (Attribute-

Based Access 

Control) 

Decisions based on user, 

resource, and environment 

attributes like department, 

location, or consent status 

Access changes dynamically 

with attribute values at time of 

request 

Sun et al. (2022) applied ABAC 

overrides on role permissions 

based on clinical triggers and 

patient consent 

Hybrid RBAC-

ABAC 

Combines roles for base access 

and attributes for contextual 

overrides 

Attributes (e.g., emergency flag, 

shift timing) can override or 

revoke role-based access in real 

time 

Mishra et al. (2020) supported 

revocation using session 

timestamps and patient discharge 

triggers 

Conflict-Aware 

Hybrid 

Includes conflict resolution 

hierarchy prioritizing ABAC 

when policies overlap 

Temporal logic resolves access 

conflicts during overlapping 

permissions or role transitions 

Yang et al. (2022) developed logic 

modules for temporal conflict 

management ensuring HIPAA 

compliance 

 

III. SYSTEM ARCHITECTURES AND 

ENFORCEMENT MECHANISMS 

 
 Policy Specification and Query Rewriting Techniques 

In the realm of healthcare information systems, 

ensuring that access to sensitive data complies with 

regulations like HIPAA necessitates sophisticated access 

control mechanisms. Policy specification and query 

rewriting techniques have emerged as pivotal methods to 

enforce fine-grained access control (FGAC) in SQL 

databases. 

 

Phuoc-Bao and Clavel (2022) introduced a model-

driven approach that optimizes FGAC policy enforcement 

by transforming high-level security policies into SQL 

queries. Their method ensures that only authorized users 

can access specific data subsets, thereby maintaining 

compliance with privacy regulations. 

 

Sudarshan and Chakravarthy (2021) extended 

traditional query rewriting techniques by incorporating 

authorization views. These views act as intermediaries, 

filtering data based on user permissions before query 

execution. This approach not only enhances security but 

also maintains query efficiency. 

 

Nguyen and Zhang (2023) focused on temporal 

aspects of access control, proposing a system where 

access rights are time-bound. By integrating temporal 

constraints into policy specifications, they ensured that 

users could access data only within authorized time 

frames, aligning with the dynamic nature of healthcare 

environments. 

 

Lee and Kim (2021) emphasized the importance of 

authorization views in SQL databases ascaptured in Table 

2. Their research demonstrated that by defining clear 

authorization views, organizations could enforce FGAC 

without significant modifications to existing database 

structures. 

 

Table 2 Summary of Policy Specification and Query Rewriting Techniques" 

Researcher(s) Core Contribution Key Technique Relevance to Healthcare 

Phuoc-Bao & Clavel 

(2022) 

Model-driven approach to 

transform security policies into 

SQL queries. 
SQL-based transformation of 

high-level security policies. 

Ensures policy-compliant 

query access to sensitive 

health data. 

Sudarshan & 

Chakravarthy (2021) 

Introduced authorization views 

for secure and efficient query 

filtering. 
Query rewriting via 

authorization views. 

Improves access control 

while preserving 

performance. 

Nguyen & Zhang 

(2023) 

Incorporated temporal 

constraints into access control 

policies. 

Temporal policy 

specification and 

enforcement. 

Supports time-bound data 

access for dynamic 

healthcare needs. 

Lee & Kim (2021) 

Highlighted use of authorization 

views to enforce FGAC without 

major DB changes. 
Definition and integration of 

authorization views. 

Provides robust FGAC 

without disrupting existing 

systems. 
 

Collectively, these studies underscore the 

significance of robust policy specification and query 

rewriting techniques in safeguarding sensitive healthcare 

data. By translating complex access policies into 

executable queries and views, organizations can ensure 
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that data access remains both secure and compliant with 

regulatory standards. 

 

 Temporal Role Assignment and Delegation 
Temporal role assignment and delegation are critical 

components in managing access to electronic health 

records (EHRs), ensuring that users have appropriate 

permissions during specific time frames. This dynamic 

approach aligns with the fluctuating roles and 

responsibilities inherent in healthcare settings. 

 

Smith and Johnson (2021) explored the 

implementation of Temporal Role-Based Access Control 

(TRBAC) in healthcare systems. Their study highlighted 

how TRBAC models could effectively manage user 

permissions based on temporal constraints, ensuring that 

access rights are granted only during authorized periods 

 

Chen and Wang (2022) delved into dynamic role 

assignments, proposing a system where user roles adapt in 

real-time based on contextual factors such as shift changes 

or emergency situations. This flexibility ensures that 

healthcare professionals have timely access to necessary 

data without compromising security. 

Garcia and Lee (2023) focused on delegation 

mechanisms within temporal access control models. They 

emphasized the importance of structured delegation 

processes, allowing authorized personnel to transfer 

access rights temporarily, thereby maintaining workflow 

continuity during unforeseen circumstances as seen in 

Fig.1. 

 

Patel and Kumar (2021) examined the enhancement 

of security through temporal role delegation in EHR 

systems. Their research demonstrated that by 

incorporating time-bound delegation protocols, healthcare 

institutions could mitigate risks associated with 

unauthorized data access. 

 

These studies collectively affirm the necessity of 

integrating temporal considerations into role assignment 

and delegation processes. By doing so, healthcare 

organizations can ensure that data access remains both 

flexible and secure, adapting to the dynamic nature of 

medical environments while upholding stringent privacy 

standards. 

 

 
Fig 1 Decision-Making Flowchart for Assignment and Delegation of Client Care Tasks 
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Figure 1 is a flowchart which provides a structured 

decision-making guide for healthcare professionals in 

determining whether a client care task can be assigned or 

delegated, particularly to unregulated care providers 

(UCPs). It begins with a professional assessing the client's 

needs and evaluating whether the task falls within their 

scope and expertise. If the task can be simplified and 

safely performed by the client or caregiver, they are taught 

to perform it. Otherwise, the decision tree examines 

factors such as the need for clinical judgment, task 

predictability, client stability, and recurrence of the task in 

daily care. Tasks are considered assignable if they align 

with the UCP’s training and role, require minimal 

supervision, and are routinely performed. Alternatively, 

tasks are considered delegable if they are client-specific, 

demand professional oversight, and UCPs can be trained 

for performance. Before proceeding with assignment or 

delegation, protocols, supervision, and evaluation 

mechanisms must be firmly in place. This ensures that 

care delivery is safe, efficient, and compliant with 

healthcare standards and regulations. 

 

 Auditing and Logging in Time-Constrained Access 
Scenarios 

Auditing and logging are indispensable for 

maintaining the integrity and security of healthcare 

information systems, especially when access is time-

constrained. These mechanisms provide a transparent 

record of data interactions, facilitating compliance with 

regulations like HIPAA. 

 

Davis and Thompson (2021) emphasized the need 

for real-time auditing mechanisms in healthcare 

databases. Their study showcased systems that monitor 

data access continuously, ensuring immediate detection of 

unauthorized activities and enabling prompt responses to 

potential breaches. 

 

Nguyen and Lee (2022) introduced temporal logging 

techniques tailored for electronic health records. By 

capturing detailed timestamps and user actions, their 

approach ensures that every data interaction is traceable, 

thereby enhancing accountability and compliance. 

 

Martinez and Zhao (2023) focused on enhancing 

audit trails in time-sensitive medical applications. They 

proposed integrating advanced logging frameworks that 

adapt to the dynamic nature of healthcare environments, 

ensuring that logs remain comprehensive even during 

high-pressure situations. 

 

O'Connor and Singh (2021) explored logging 

strategies specifically designed for time-constrained 

access scenarios. Their research highlighted the 

importance of context-aware logging, where logs not only 

record access events but also capture the circumstances 

under which access was granted, providing a richer audit 

trail as shown in Figure 2. 

 

Collectively, these studies underscore the critical 

role of robust auditing and logging systems in healthcare. 

By ensuring that every access event is meticulously 

recorded and contextualized, organizations can uphold 

data security, facilitate compliance, and foster trust among 

stakeholders. 

 

 
Fig 2 A Block Diagram Showing Real-Time Auditing and Logging Frameworks for Time-Critical Healthcare Data Access. 
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Figure 2 illustrates a centralized framework for 

auditing and logging in time-constrained healthcare 

environments, connecting key innovations across five 

research contributions. At its core is the need for 

responsive and secure audit systems during urgent data 

access events. Radiating from the center, the diagram 

highlights Davis & Thompson’s (2021) real-time 

monitoring approach for instant breach detection, Nguyen 

& Lee’s (2022) temporal logging model that ensures 

detailed timestamp traceability, and Martinez & Zhao’s 

(2023) adaptive logging framework resilient under 

medical emergencies. O'Connor & Singh (2021) add 

depth with context-aware logs that capture not just access 

events but the circumstances surrounding them. A 

summary panel consolidates the benefits of these 

innovations, emphasizing enhanced data integrity, 

compliance with regulations like HIPAA, robust audit 

trails, and increased stakeholder trust. Together, these 

components depict how modern logging systems can meet 

the rigorous demands of secure and time-sensitive 

healthcare operations. 

 

 Cryptographic Methods for Secure Temporal Access 
Cryptographic methods play a pivotal role in 

enforcing temporal access control policies within SQL-

based healthcare databases, particularly in the context of 

HIPAA compliance. Traditional access control 

mechanisms often lack the granularity and time-

sensitivity required in healthcare environments, where 

data access must be both privacy-preserving and 

temporally scoped (Ijiga et al, 2024). Recent advances in 

lightweight cryptographic schemes have allowed for fine-

grained access decisions to be applied not only based on 

user attributes and roles but also on temporal constraints, 

such as valid time windows or scheduled delegation 

(Zhang et al., 2021). These schemes enable scalable, 

policy-enforced data dissemination that supports dynamic 

revocation and role transitions. 

 

Time-bound attribute-based encryption (ABE) has 

emerged as a prominent approach for secure temporal data 

access in cloud-assisted environments as shown in Table 

2. ABE allows encryption policies to encapsulate specific 

access conditions, including valid time intervals during 

which decryption is permitted. This ensures that even if 

the ciphertext is compromised, decryption remains 

impossible outside authorized timeframes (Sun et al., 

2022). These cryptographic controls are particularly 

suitable for healthcare environments where clinical data 

must be shared temporarily among providers, payers, and 

researchers under strict auditability and revocation 

constraints (Abdallah et al, 2024). 

 

Blockchain integration has also gained traction as a 

decentralized mechanism for validating and recording 

temporal access requests. Lin et al. (2020) proposed a 

blockchain-based access control framework that embeds 

temporal smart contracts into transaction logic. Such an 

approach ensures immutable proof of time-constrained 

access operations and automates the enforcement of 

expiration-based policies, a crucial factor for maintaining 

trust and transparency in shared healthcare databases. The 

use of blockchain also supports verifiability in delegated 

scenarios and enhances accountability across distributed 

SQL systems (Idoko et al, 2024). 

 

Moreover, recent models incorporate temporal key 

management schemes that leverage cryptographic time-

release functions and periodic key updates to enforce 

SQL-level access restrictions. These methods ensure that 

keys used for decryption are only released or become valid 

during designated timeframes, reducing the risk of 

unauthorized or premature access (Wang et al., 2023). The 

adoption of such enforcement mechanisms improves the 

precision and integrity of access control at the query 

execution level, enabling SQL-based systems to maintain 

compliance with complex legal and ethical requirements. 

Table 3 Summary of Cryptographic Methods for Enforcing Secure Temporal Access in SQL-Based Healthcare Systems 

Cryptographic Method Core Mechanism 
Application in SQL-Based 

Healthcare 
Impact 

Time-Bound Attribute-

Based Encryption (ABE) 

Embeds access policies with 

temporal constraints; decryption 

allowed only during valid 

periods 

Enables temporary, policy-

compliant access to clinical 

data among providers, payers, 

and researchers 

Enhances auditability and 

prevents misuse of expired 

data 

Blockchain-Integrated 

Access Control 

Utilizes smart contracts to 

automate and record time-

constrained access operations 

Ensures transparent, verifiable 

access across decentralized 

healthcare data environments 

Builds trust and enforces 

expiration policies 

Lightweight Temporal 

Cryptographic Schemes 

Enforces access based on user 

roles and valid time windows 

Supports dynamic delegation 

and scalable access control in 

compliance with HIPAA 

requirements 

Improves policy flexibility 

and scalability 

Temporal Key 

Management (Time-

Release Encryption) 

Keys become valid or are 

released only within specific 
timeframes 

Restricts SQL query 

execution to authorized time 

windows, reducing risk of 
premature access 

Strengthens SQL-level data 

protection 
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Together, these cryptographic advancements 

contribute significantly to the enforcement of secure, 

policy-compliant, and time-sensitive data access in 

healthcare systems, providing a robust technical 

foundation for HIPAA-aligned SQL database security. 

 

IV. EVALUATION METRICS AND 

PRACTICAL IMPLEMENTATIONS 

 
 Performance Benchmarks and Query Efficiency 

Fine-grained temporal access control (FGTAC) 

mechanisms in SQL databases are pivotal for ensuring 

HIPAA compliance in healthcare information systems 

(Imoh et al, 2024). The performance of these mechanisms 

directly impacts the efficiency and responsiveness of 

healthcare applications. Recent studies have evaluated 

various FGTAC models to determine their impact on 

query performance and system throughput. 

 

One study by Chen et al. (2024) introduced a flexible 

and fine-grained access control scheme for electronic 

health records (EHRs) using blockchain-assisted e-

healthcare systems. Their experimental results 

demonstrated that the proposed scheme performs well in 

terms of time cost and computational overhead, indicating 

its suitability for real-world healthcare applications. 

 

Similarly, the implementation of row-level security 

(RLS) in Amazon Redshift has shown promising results. 

According to an AWS blog post (2022), RLS allows for 

fine-grained data security by enabling policies that restrict 

access to specific rows in a table based on user roles. This 

approach simplifies the management of privileges and 

enhances query performance by filtering data at the 

database level. 

 

In another study, Guo et al. (2019) proposed a hybrid 

blockchain-edge architecture for access control in EHR 

systems. Their evaluation using Hyperledger Composer 

Fabric blockchain measured the performance of executing 

smart contracts and access control list (ACL) policies, 

revealing acceptable transaction processing times and 

response times against unauthorized data retrieval. 

 

Furthermore, the integration of RDS Performance 

Insights with fine-grained access control policies has been 

highlighted by AWS (2024) as a means to define access 

control policies for specific dimensions of database load 

metrics. This capability allows for more targeted 

performance monitoring and optimization in healthcare 

databases. These studies collectively underscore the 

importance of evaluating and optimizing FGTAC 

mechanisms to ensure they meet the performance 

requirements of healthcare information systems while 

maintaining compliance with privacy regulations. 

 

 Usability in Clinical Workflows and Electronic Health 
Records (EHR) 

Theintegration of fine-grained temporal access 

control (FGTAC) models into electronic health records 

(EHR) systems must consider usability within clinical 

workflows to ensure that security measures do not impede 

healthcare delivery (Enyejo et al, 2024). Usability studies 

have highlighted the challenges and strategies associated 

with implementing access controls in a manner that aligns 

with clinicians' needs. 

 

Carayon et al. (2021) emphasized the importance of 

studying workflow and workarounds in EHR-supported 

work to improve health system performance. They noted 

that poorly designed access controls could lead to 

workarounds that compromise data security and patient 

safety. Therefore, FGTAC models must be designed to 

support, rather than hinder, clinical workflows. 

 

In a study by Ray (2024), strategies for EHR 

optimization were explored to enhance user experience 

and improve clinical workflows. The study suggested that 

incorporating user-centered design principles in the 

development of access control mechanisms can lead to 

more intuitive and efficient systems that align with 

clinicians' workflow patterns. 

 

Furthermore, the implementation of patient-centered 

fine-grained access control using business process 

management systems has been proposed by AlThqafi et 

al. (2016). Their approach focuses on providing real-time 

access control based on the "need-to-know" principle, 

ensuring that clinicians have timely access to relevant 

information without unnecessary barriers. 

 

Additionally, the use of just-in-time (JIT) access 

control mechanisms has been discussed by Satori Cyber 

(2024) as a means to grant temporary access only with 

business justification. This approach not only strengthens 

compliance with regulations like HIPAA but also 

facilitates efficient clinical workflows by providing access 

when needed. These studies highlight the necessity of 

designing FGTAC models that are both secure and usable, 

ensuring that access controls support clinical workflows 

and do not impede the delivery of care. 

 

 Case Studies in HIPAA-Compliant Healthcare Systems 
Real-world case studies provide valuable insights 

into the implementation of fine-grained temporal access 

control (FGTAC) models within HIPAA-compliant 

healthcare systems. These studies illustrate the practical 

challenges and solutions associated with deploying access 

control mechanisms in complex healthcare environments. 

 

The LeadingAge CAST case study (2024) on 

RiverSpring Living demonstrates how proactive 

vulnerability management and robust security controls 

can enhance HIPAA compliance and cybersecurity. By 

implementing continuous monitoring protocols and staff 

training, the organization improved audit readiness and 

reduced the risk of cyber threats. 

 
In another case, the integration of blockchain 

technology for secure and scalable electronic health 

record (EHR) systems has been explored by Zhang et al. 

(2021). Their model addresses critical issues related to 
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security, privacy, access control, and ownership transfer 

of patient records, showcasing the potential of blockchain 

in enhancing data integrity and compliance. 

 

Furthermore, the VaultDB project described by 

Rogers et al. (2022) presents a real-world pilot of secure 

multi-party computation within a clinical research 

network. By enabling secure SQL queries over private 

data from multiple sources, VaultDB facilitates HIPAA-

compliant data analysis without compromising patient 

privacy as shown in Figure 2. 

 

Additionally, the implementation of hybrid 

architectures combining blockchain and edge computing 

for access control in EHR systems has been proposed by 

Guo et al. (2019). Their approach leverages blockchain for 

managing identity and access control policies, while edge 

nodes store EHR data and enforce attribute-based access 

control, ensuring both security and scalability. These case 

studies underscore the importance of adopting innovative 

technologies and comprehensive strategies to implement 

effective FGTAC models that comply with HIPAA 

regulations and support the secure management of 

healthcare data. 

 

 
Fig 3 Real-World Implementations of Fine-Grained Temporal Access Control in HIPAA-Compliant Healthcare Systems. 

 

Figure 3 visually synthesizes four real-world case 

studies that demonstrate how fine-grained temporal access 

control (FGTAC) models are operationalized within 

HIPAA-compliant healthcare systems. At the center lies 

the common goal of ensuring secure, private, and 
auditable access to sensitive healthcare data. Radiating 

from this core are distinct implementations: RiverSpring 

Living’s use of proactive monitoring and staff training to 

enhance audit readiness; Zhang et al.’s blockchain-based 

framework that safeguards patient record ownership and 

privacy; Rogers et al.’s VaultDB project enabling secure 

multi-party data analysis across clinical institutions; and 

Guo et al.’s hybrid model combining blockchain identity 

management with edge-computing access enforcement. 
Each node contributes to a broader understanding of how 

emerging technologies—ranging from blockchain to 

secure computation—support compliance, scalability, and 

real-time control. A summary panel at the base distills 
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cross-case benefits, emphasizing improved data integrity, 

federated access, and HIPAA-aligned policy enforcement. 

 

 Challenges in Real-World Deployment and 
Interoperability 

The real-world deployment of fine-grained temporal 

access control (FGTAC) models in HIPAA-compliant 

SQL databases faces significant operational and 

architectural challenges. One of the foremost issues is the 

integration with legacy systems that dominate many 

healthcare information infrastructures. These systems 

often lack modular interfaces for enforcing temporal 

policies or fine-grained access logic, making seamless 

interoperability with new access control engines 

infeasible without extensive retrofitting (Chen, Huang, & 

Zhang, 2021). Such integration complexities are 

compounded by heterogeneity in database schemas, query 

languages, and compliance constraints across institutions, 

which disrupt uniform policy enforcement and inhibit 

scalability. 

 

Another pressing challenge lies in dynamic policy 

enforcement under real-time clinical constraints. 

Healthcare environments demand high availability and 

instantaneous decision support, yet the enforcement of 

time-sensitive access policies can introduce latency due to 

frequent policy evaluations and the need for historical data 

lookups (Sultana, Sahoo, & Hu, 2021). These overheads 

risk violating service-level agreements, especially in 

emergency care contexts where response time is critical. 

Additionally, the performance implications of layering 

FGTAC models on high-throughput SQL systems are still 

not fully optimized, raising concerns about database query 

bottlenecks and CPU resource contention during peak 

operational loads (Manuel et al, 2024). 

Semantic interoperability also poses a significant 

roadblock. Inter-organizational health data exchanges 

require harmonized definitions of roles, temporal 

constraints, and access privileges—yet variations in 

policy granularity and terminology hinder federated 

implementations. As Almutairi, Almuhaideb, and Yamin 

(2022) observe, there is a gap between standardized 

healthcare data exchange formats (e.g., HL7 FHIR) and 

the fine-grained semantics needed for effective temporal 

policy expression. Without unified ontologies or dynamic 

translation layers, cross-platform access control becomes 

fragmented, reducing transparency and increasing the risk 

of policy violations. 

 

Finally, compliance and auditability in real-world 

deployments are complicated by the temporal dimension. 

Ensuring that access logs accurately reflect policy-aligned 

actions over time requires advanced logging systems with 

timestamp integrity and rollback support. These logging 

mechanisms must be tamper-proof, yet adaptable enough 

to support retrospective audits without inflating storage 

costs or breaching patient confidentiality (Karatas & 

Rahman, 2023). Furthermore, auditing tools often lack 

semantic alignment with enforcement engines, limiting 

their effectiveness in verifying whether temporal access 

decisions were compliant with HIPAA mandates 

throughout their lifecycle. These multifaceted challenges 

highlight the need for an end-to-end architecture that not 

only enforces temporal constraints but also enables 

scalable, standards-aligned interoperability across diverse 

healthcare systems. 

 
Table 4 Summary of Deployment and Interoperability Challenges in Fine-Grained Temporal Access Control for 

Healthcare SQL Systems 

Challenge Area Description Implications Example / Context 

Integration with 

Legacy Systems 

Legacy healthcare infrastructures 

often lack support for modular or 

time-aware access enforcement. 

Retrofitting becomes expensive 

and disrupts seamless 

interoperability. 

Older EHR systems 

requiring custom policy 

engines for access control. 

Dynamic Enforcement 

under Clinical 

Demand 

Enforcing real-time temporal 

policies introduces latency and 

resource overhead in high-demand 

environments. 

Slows response times in critical 

care and risks breaching 

service-level agreements. 

Emergency room systems 

requiring instantaneous yet 

policy-bound data access. 

Semantic 

Interoperability 

Inconsistent definitions of roles, 

access privileges, and time 

constraints across institutions hinder 

unified access policy models. 

Prevents smooth policy 

enforcement across platforms 

and reduces transparency. 

Cross-institutional systems 

with incompatible 

temporal role definitions. 

Compliance and 

Auditability 

Accurate temporal logging and 

retrospective audit trails are difficult 

to maintain without tamper-resistant, 

scalable systems. 

Limits the ability to 

demonstrate regulatory 

compliance over time and 

increases legal risk. 

Auditing tools misaligned 

with actual access 

enforcement systems. 

 

V. RESEARCH CHALLENGES AND FUTURE 

DIRECTIONS 

 

 Scalability in Distributed and Multi-Tenant Systems 
The scalability of fine-grained temporal access 

control (FGTAC) models presents significant challenges 

in distributed and multi-tenant healthcare systems. As 

patient data volumes grow across geographically 

dispersed health networks, enforcing time-sensitive 

access policies in real-time becomes increasingly 

complex. Distributed SQL database architectures often 

rely on replication, sharding, and data partitioning, which 
can introduce inconsistencies in access control decisions 

when temporal policies are applied across nodes with 

slight time skews or varying data freshness. Moreover, in 

multi-tenant platforms where multiple healthcare 
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providers share infrastructure, maintaining tenant-specific 

policies without performance degradation or policy 

leakage is critical. Resource isolation, temporal policy 

sandboxing, and efficient policy propagation mechanisms 

must be developed to ensure consistent enforcement. 

Additionally, load balancing must account for dynamic 

access demands while ensuring policy engines do not 

become bottlenecks. Centralized access control models 

may fail under high concurrency, while decentralized 

models require consensus protocols that can introduce 

latency. Therefore, scalable FGTAC requires innovations 

in distributed policy synchronization, temporal access 

caching, and conflict resolution protocols. These systems 

must ensure that temporal policy evaluation remains 

lightweight and responsive, even as the system scales to 

handle millions of concurrent queries across tenants and 

regions, without compromising on privacy or compliance 

guarantees. 

 

 Integration with Federated Identity and Consent 
Management 

Effective integration of FGTAC models with 

federated identity and consent management systems is 

essential for building interoperable and patient-centric 

healthcare infrastructures. As patient data is accessed 

across multiple healthcare entities, including hospitals, 

laboratories, and insurers, identity federation allows for a 

unified, authenticated access experience. However, 

aligning temporal access policies with federated identity 

assertions introduces complexity. Consent artifacts, which 

define when, how, and by whom patient data can be 

accessed, must be dynamically enforced alongside time-

sensitive access controls. These consent preferences often 

vary based on the treatment context, emergency status, 

and legal jurisdictions, requiring real-time reconciliation 

with FGTAC enforcement engines. Additionally, trust 

delegation and role inheritance across domains must 

respect temporal boundaries, ensuring that access rights 

granted by proxy are valid only within the authorized 

duration. The challenge lies in maintaining a secure and 

consistent mapping between federated credentials, 

consent rules, and temporal access constraints without 

introducing latency or policy conflicts. Integrating 

FGTAC with federated frameworks requires extensible 

protocols capable of policy translation and conflict 

mediation. Moreover, consent revocation and expiry must 

trigger immediate reevaluation of temporal permissions, 

ensuring policy compliance. This seamless coordination 

between identity, consent, and time-aware control is 

foundational for building secure, responsive, and rights-

respecting data ecosystems. 

 

 Enhancing Temporal Logic Expressiveness 
Enhancing the expressiveness of temporal logic in 

access control policies is critical to accurately modeling 

complex healthcare workflows and regulatory 

requirements. Traditional FGTAC models often support 

basic temporal predicates—such as “before,” “after,” or 
“during”—which limit the ability to articulate nuanced 

real-world scenarios. In clinical settings, access decisions 

frequently depend on composite conditions involving 

historical access sequences, event intervals, or cyclic 

temporal constraints (e.g., weekly reviews or hourly 

monitoring). Current models struggle to represent these 

sophisticated patterns without introducing ambiguity or 

inefficiency. Expanding the logical foundation to include 

interval-based reasoning, event calculus, and context-

aware timers can improve expressiveness while 

preserving clarity. Moreover, supporting temporal 

hierarchies, such as aligning permissions with clinical 

phases (pre-op, post-op) or administrative cycles (billing, 

reporting), is necessary for modeling the temporality of 

healthcare operations. These extensions must also account 

for temporal conflicts, overlaps, and exceptions—

requiring conflict detection and prioritization 

mechanisms. However, increasing expressiveness should 

not compromise system performance or decision 

determinism. Designing domain-specific temporal policy 

languages that balance expressive power with 

computational efficiency remains a future imperative. 

Ultimately, more robust temporal logic capabilities will 

enable fine-tuned access control policies that mirror the 

dynamic and complex temporal realities of healthcare 

environments. 

 

 Recommendations for Future Research and 
Standardization 

Future research in fine-grained temporal access 

control for healthcare should focus on establishing 

interoperable standards, scalable policy models, and 

adaptive enforcement mechanisms that align with 

evolving healthcare practices and legal frameworks. First, 

developing open standards for temporal access policy 

representation and exchange—analogous to existing 

access control markup languages—would facilitate cross-

platform integration and vendor neutrality. Such 

standardization should also include semantic ontologies 

for temporal constructs used in clinical contexts. Second, 

research should explore lightweight policy inference 

engines capable of real-time decision-making under high 

load, particularly in cloud-native, distributed SQL 

databases. Integrating AI-based policy optimization 

methods could also improve decision efficiency and 

automate policy adjustments based on observed access 

behavior. Third, privacy-preserving auditing models 

should be enhanced to capture temporal dynamics without 

compromising patient confidentiality, using approaches 

like secure multi-party computation and differential 

privacy. Lastly, regulatory bodies and healthcare 

consortiums should collaborate on updating HIPAA and 

other privacy laws to explicitly address temporal access 

control needs. This includes defining minimum standards 

for logging, consent duration, emergency override 

protocols, and revocation propagation. By addressing 

these gaps through multidisciplinary collaboration, the 

field can move toward mature, standardized frameworks 

that safeguard healthcare data while enabling responsible 

innovation. 
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