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Abstract 
Multi-cloud strategies are fast to adopt and have helped organizations to enhance flexibility, resilience, and compliance 

through workloads distribution between a number of cloud services providers. Nevertheless, the trend has also brought about 

a serious security problem in the form of heterogeneous identity management systems, unequal enforcement of policies and 

fragmented monitoring. The security models previously used relying on perimeter security are no more suited in these 

environments and this exposes enterprises to lateral movement, compromise of credentials and misconfigurations. The study 

has dealt with these issues by presenting a Zero Trust for Multi-Cloud (ZTMC) architecture that combines federated identity 

management, centralized policy decision-making, micro segmentation, continuous monitoring, and trust brokerage. A 

prototype implementation was tested in a testbed of controlled multi-cloud deployment in both AWS and Azure, and its 

performance was compared to baseline security models. The findings have indicated that the ZTMC model was effective in 

implementing the principles of Zero Trusts as it ensured uniform authentication and authorization, denied lateral mobility 

without authorization, and offered adaptive real-time monitoring. Even though a small overhead was found in terms of CPU 

usage, memory usage, and communication latency, it was compensated by the increased security posture and consistent policy. 

The results confirm that Zero Trust is adaptable to the multi-cloud environment and offer an avenue of greater and more 

consolidated control in the distributed setups. To make the research more widely applicable and more resilient over time, 

future studies must concentrate on large-scale verification, AI-based adaptive access controls, quantum-safe cryptography, 

and industry-wide standardization processes. 

 

Keywords: Zero Trust Architecture; Multi-Cloud Security; Identity Federation; Micro Segmentation; Policy Enforcement; 
Cloud Infrastructure; Continuous Monitoring; Trust Brokerage. 
 

I. INTRODUCTION 

 

The prevalence of cloud computing has transformed 

how business enterprises implement, scale and safeguard 

their IT infrastructures. Companies are increasingly 

considering multi-cloud strategies and this is the 

distribution of workloads and services among many cloud 

service providers (CSPs), including but not limited to 

Amazon Web Services (AWS), Microsoft Azure, and 

Google Cloud Platform. The intention behind this 

approach is to prevent vendor lock-in, maximize the 

performance and cost, achieve regulatory compliance 

across jurisdictions, and increase resilience to failure and 

disruption (Rehan, 2022; Tej Gandhi, 2024). Nevertheless, 

although the use of multi-cloud has some undeniable 

benefits, it leads to both complex security issues. All 

providers have their security controls and identity 

management systems and compliance models, and the 

integration of these in a distributed environment creates 

gaps that can be used by adversaries. 

 

Conventional models of enterprise security have 

been excessively dependent on perimeters-based security, 

some call it as the castle and moat paradigm. With this 

method, a very high level of defensive barrier, which is 

normally comprised of firewalls and intrusion detection 

systems, is constructed around a trusted internal network. 

Organizations located within the perimeter are implicitly 
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trusted, and external organizations are assumed to be a 

threat (Rehan, 2022). Although it works well in a more 

centralized IT environment, this model is becoming 

obsolete in a digital environment where users, service and 

devices work across a variety of cloud environments, 

mobile devices and distributed networks. When a hacker 

has crossed the perimeter, he is in most cases able to move 

laterally through the network with minimal opposition 

(Pashikanti, 2023). The spread of services in various 

clouds is causing more and more blurring of the concept 

of inside and outside, exposing organizations to the risks 

of misconfigured APIs and compromised credentials to 

rogue insiders and advanced ransomware campaigns. 

 

In addressing these inadequacies, the Zero Trust 

Architecture (ZTA) paradigm has become a trending 

cybersecurity concept in the modern day. The strategy of 

never trust and always check lies at the core of Zero Trust 

that requires all access requests irrespective of their origin 

and location in the network to be continuously verified, 

authorized, and encrypted (Chaudhary et al., 2024; Rehan, 

2022). In contrast to the perimeter-based models, Zero 

Trust does not presuppose implicit trust, given the location 

in the network. Rather, it assumes that all connections can 

be potentially hostile until proven, and modifies the 

orientation of security around statical boundaries to 

dynamic policies, identity and risk evaluation based on 

context. This change is in line with the distributed and 

dynamic characteristics of multi-cloud environments, 

where workloads, users and services cross across various 

administrative domains. 

 

The implementation of the concept of Zero Trust to 

multi-cloud infrastructures has the potential to solve most 

of the urgent problems experienced by organizations. 

Identity federation and robust authentication features like 

single sign-on (SSO) and multi-factor authentication 

(MFA) can also be used to guarantee the principle of least 

privilege is consistently applied to the cloud environments. 

Breaches can be isolated with microsegmentation and 

software-defined perimeters to prevent lateral movement 

and encrypted service-to-service traffic, like mutual 

Transport Layer Security (mTLS), can be used to protect 

traffic between heterogeneous cloud services (Pashikanti, 

2023). Threats can be viewed in real time with active 

enforcement of policies and give out dynamic responses. 

Practically, these methods have been investigated in the 

academic and industry circles. As an example, Rodigari et 

al. (2021) have shown that the implementation of Zero 

Trust is feasible in a service mesh deployed in multi-cloud 

but they have noted that their CPU usage increases, 

memory usage increases and latency increases during high 

loads. On the same note, Tej Gandhi (2024) and Rehan 

(2022) claim that Zero Trust models are indispensable 

towards providing uniform governance and adherence in 

distributed infrastructures. The practical use of Zero Trust 

in a multi-cloud environment has many gaps despite the 

increased amount of research. To begin with, the variety 
of cloud providers introduces varying policy models that 

make it hard to enforce them uniformly (Pashikanti, 2023). 

Second, the performance cost of the continuous-

authentication and encryption is questionable in terms of 

scalability during large-scale enterprise implementations 

(Rodigari et al., 2021). Third, provider federation still is an 

issue, since organizations have to build interoperable trust 

relations without introducing new vulnerabilities. The 

fourth reason is that traditional policies are inadequate in 

a multi-cloud setting where the risks do not stay the same, 

and there is a necessity of adaptive, real-time decision 

engines that will support the assessment of risk on the fly 

using behavioral analytics and artificial intelligence (AI-

Enhanced ZTA study, 2024). Lastly, the deployment of 

Zero Trust at scale and manageability is still daunting 

because companies have to deal with thousands of users, 

applications, and microservices distributed across 

providers. 

 

The study aims to fill these gaps by coming up with 

an elaborate Zero Trust reference architecture that is 

specific to multi-cloud environments. The paper will seek 

to address four main critical questions: How can Zero 

Trust principles of least privilege, continuous verification 

and micro segmentation be effectively mapped within 

heterogeneous multi-cloud environments? How do the 

effects of the performance of enabling Zero Trust controls 

versus those of more traditional security approaches 

differ? What are the ways of managing identity and trust 

relationships across more than one provider to facilitate 

the dynamic decision of access without compromising 

security? And lastly, how can adaptive, AI-driven engines 

be used to improve the effectiveness of Zero Trust in the 

multi-cloud environment? By answering these questions, 

the work would add a framework to follow, a method of 

performance evaluation, and a set of best practices to the 

practitioners that have to navigate the complexity of 

securing multi-cloud environments with Zero Trust. 

 

The results of this paper are four-fold. To begin with, 

it offers a comprehensive Zero Trust Multi-Cloud (ZTMC) 

reference architecture that incorporates identity federation, 

micro segmentation, and orchestration of policy on 

heterogeneous cloud platforms. Second, it offers a 

framework of performance and security assessment to 

examine the trade offs between overhead and security 

effectiveness. Third, it condenses the principles of good 

practice when organizations move to Zero Trust in a multi-

cloud infrastructure. Lastly, it gives open challenges and 

research directions, including efforts to standardize, 

quantum-safe design, and combining with edge and 

Internet of Things (IoT) systems. The rest of the paper is 

organized as follows: Section 2 provides a review of the 

available literature on Zero Trust and multi-cloud security, 

Section 3 outlines the proposed architecture and design 

principles, Section 4 outlines the methodology and 

evaluation framework, Section 5 results and analysis, 

Section 6 implications, limitations, and recommendations, 

and finally a conclusion is made in Section 7 on 

contributions and future work. 

 

II. LITERATURE REVIEW 
 

The Zero Trust concept appeared due to the 

weaknesses of the perimeter-based security that 

presupposes trust in the internal network. The model was 
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officially defined by the U.S. National Institute of 

Standards and Technology (NIST) in Special Publication 

800-207 (Rose et al., 2020) as a set of principles to follow 

instead of a specific technology. Zero trust according to 

NIST requires that all users, devices and workloads are not 

allowed to be trusted by default, whether they are located 

inside or outside the enterprise perimeter. Rather, all 

access requests are to be constantly authenticated 

according to identity, device posture, context, and 

behavioral indication (Rose et al., 2020). 

 

Chaudhary, Sharma, and Gupta (2024) conducted a 

systematic literature review and found that Zero Trust is a 

paradigm shift of perimeter-focused and static defenses to 

identity-focused and dynamic defenses. They stressed that 

ZTA must have not only powerful authentication and 

authorization systems, but also constant monitoring, 

variable policy implementation, and an encrypted traffic. 

Rehan (2022) stated that Zero Trust is quite compatible 

with the needs of cloud-native systems, where no 

boundaries exist anymore, and services are extremely 

distributed. The scholarly community highlights the fact 

that Zero Trust is a philosophy and framework that 

demands architectural modifications, governance patterns, 

and cultural adjustments to have a successful adoption. 

Although Zero Trust has a conceptual basis, its 

implementation in multi-cloud systems presents special 

issues. The multi-clouds are influenced by companies 

aiming to gain flexibility, redundancy, and cross-

jurisdictional compliance (Tej Gandhi, 2024). 

Nevertheless, the identity and access management (IAM) 

models, security controls, and compliance standards are 

specific to every cloud service provider. This makes 

organizations struggle to standardize policies and get them 

to be equally applied throughout heterogeneous 

environments (Pashikanti, 2023). 

 

The most urgent issue of multi-cloud security is 

probably identity management. The absence of effective 

federation or orchestration might mean that users will have 

to use several credentials across providers, posing 

usability and security risks (Rehan, 2022). Another 

burning concern is compliance: companies that work in a 

regulated industry like healthcare or finance have to be 

aware of a jumble of legal regulations, such as GDPR in 

Europe or HIPAA in the United States, or localization of 

data. The absence of standardized compliance controls 

among CSPs makes the process of enforcement and 

auditing difficult (Tej Gandhi, 2024). The issue of 

monitoring and logging is also considerable because every 

provider has a different format and granularity of the 

telemetry data, and it is challenging to achieve centralized 

visibility and identify anomalies (Pashikanti, 2023). Such 

challenges highlight the need to have a unification tool like 

Zero Trust to address risk in the multi-cloud infrastructure. 

The implementation of Zero Trust concepts within a 

hybrid and multi-cloud setup had been discussed by 

several authors and practitioners. Rodigari et al. (2021) 
measured the performance of Zero Trust in a multi-cloud 

service mesh and discovered that the security was 

enhanced considerably, but the system experienced 

considerable resource consumption, especially on CPU 

and memory usage. Their results underscore the trade-off 

of improved security and performance of the system. On 

the same note, the conceptual framework of using Zero 

Trust in multi-cloud systems introduced by Pashikanti 

(2023) focuses on the importance of federated identity, 

microsegmentation, and continuous monitoring. Although 

the framework provided realistic guidelines, it was not 

empirically tested during actual implementations. 

 

The concept of Zero Trust in hybrid environments 

has been examined in other works whereby organizations 

have both on-premises and cloud-based services. As an 

example, Rehan (2022) described measures of 

implementing Zero Trust in hybrid architecture with 

reference to the significance of uniform policy 

implementation and the absence of implicit trust zones. Tej 

Gandhi (2024) further extended this view by examining 

how Zero Trust can be adapted to cloud-native and multi-

cloud architectures, but found that ZTA is fundamental to 

the challenge of reducing the risk associated with the 

existence of vendor-specific security silos. Most recently, 

the AI-enhanced Zero Trust model in the International 

Journal of Innovative Trends in Novelty (2024) proposed 

that artificial intelligence and machine learning might 

change the access decisions in multi-cloud settings in 

relation to contextual risk factors. Although promising, 

these methods are still in their infancy in research and have 

practical problems, including scalability and explainability, 

and compatibility with existing systems. Despite the fact 

that the existing literature proves the increased interest in 

the application of Zero Trust to multi-cloud infrastructures, 

there are certain research gaps. To begin with, the majority 

of literature consists of conceptual or small-scale technical 

reviews, including performance analysis in service mesh 

settings (Rodigari et al., 2021). There are not many works, 

which offer identity, compliance, monitoring, and 

interoperability end-to-end reference models. Second, as 

guidelines provided by NIST (Rose et al., 2020) have a 

solid theoretical basis, they lack prescriptive power to 

address the particular issues of a multi-cloud environment, 

specifically the absence of standardized IAM and 

monitoring functions between providers. Third, there is 

underrepresented empirical evidence on trade-offs 

between security effectiveness and performance overhead 

in the application of Zero Trust controls to large-scale real-

world multi-cloud deployments. Fourth, there is a proposal 

of the possible role of AIs and adaptive policy engines in 

Zero Trust to multi-cloud, which, however, has not been 

tested in practice yet (IJNTI, 2024). 

 

Cohesive frameworks which can be embraced as 

industry models are wanting. Although studies conducted 

by the individuals offer helpful information, there is no 

agreement on the best practices or even standardized 

architectures that fit into the multi-cloud environments. 

This loophole is especially troublesome with businesses 

that are in the sphere of the regulated industry demanding 

compliance and guaranteeing. The current study will 
consequently attempt at formulating a comprehensive 

Zero Trust reference architecture of multi-cloud 

infrastructures, and an evaluation framework that 

considers both the issue of security and performance. 
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III. METHODOLOGY 
 

This study uses a combination of conceptual design, 

prototype-based evaluation and comparative analysis to 

conduct the research. This mixed-methodology will make 

sure that the study does not just make a suggestion on a 

theoretical model of Zero Trust in multi-cloud 

infrastructure, but assures the possibility of these models 

to work and work well in a controlled environment. 

 

In the study, it is started with the qualitative review 

of the current models and policies that are offered by the 

largest cloud service providers (AWS, Azure, and Google 

Cloud) and industry standards, including NIST SP 800-

207 (Rose et al., 2020). This step offers understanding of 

the existing practices, interoperability problems, and 

design specifications of a single Zero Trust architecture. 

The next step of the study is a transition to the quantitative 

stage, in which the suggested framework will be 

introduced, as a prototype in a simulated multi-cloud 

setting. The metrics of performance and security, 

including latency, CPU usage, violations of access 

prevented, and the consistency of policy enforcement are 

measured and compared to baseline security models. 

 

The framework/model revolves around the 

construction of Zero Trust Multi-Cloud (ZTMC) 

architecture. This paradigm incorporates federated identity 

management, centralized policy decision engine, 

microsegmentation of workloads and ongoing monitoring. 

The framework guarantees the dynamically based access 

decisions on identity, context, and risk evaluation and the 

implementation of policies in heterogeneous environments 

within the cloud. 

 

The assessment procedure encompasses simulation 

of the inter-cloud communication flows, running of 

service-to-service encryption (mTLS) and 

microsegmentation through the container orchestration 

engines like Kubernetes. The implementation of a sample 

in a testbed environment that combines workloads 

dispersed on two or more cloud providers will be 

developed. The relevance of the framework in a practical 

context will also be tested by looking at case study 

situations, including securing a multi-cloud financial 

application or healthcare data exchange. This study will 

use data related to CSPs, security whitepapers, scholarly 

data on access control policies, and case study reports on 

previous research (Rehan, 2022; Pashikanti, 2023; 

Rodigari et al., 2021). Where feasible, the analysis can be 

complemented by interviews or questionnaires to cloud 

security practitioners to get a picture of the challenges in 

the real world. 

 

The study uses various tools and methods to make the 

Zero Trust principles operational. The basis of the policy 

as code will be Open Policy Agent (OPA), which allows 

making decisions based on control access with fine-
grained access controls across clouds. Telemetry 

information of various providers will be aggregated with 

Security Information and Event Management (SIEM) and 

Security Orchestration, Automation, and Response 

(SOAR) tools and used to prompt automated response to 

anomalies. Microsegmentation shall be introduced using 

kubernetes network policies and service meshes like Istio 

which is mTLS enabled by default. Policy conflicts will be 

analyzed with the help of access control analysis tools to 

check the compliance with the enforcement. Collectively, 

these approaches will make it possible to assess the 

theoretical and the practical viability of ZTMC framework. 

 

 Proposed Framework / Architecture 
The developed Zero Trust for Multi-Cloud (ZTMC) 

framework is aimed at combining the concepts of Zero 

Trust and the nature of working with a variety of cloud 

service providers. Primarily, the architecture aims at 

integrating identity management, policy enforcement, 

workload segmentation, and monitoring in one integrated 

and consistent model that is consistent within a 

heterogeneous environment. The ZTMC framework, 

unlike traditional cloud security frameworks, which tend 

to be disjointed due to vendor-specific policies and tools, 

offers a layer of abstraction that allows enterprises to apply 

the idea of Zero Trust on a holistic platform instead of 

disjointed silos. 

 

Federated identity and access management is the first 

part of the framework. Due to the fact that multi-cloud 

environments usually have different identity systems that 

are offered by AWS, Azure, and Google Cloud, the 

structure applies identity federation through SAML and 

OpenID connect standards. This will enable users and 

workloads to authenticate to one authentication system and 

propagate their identity across all the participating cloud 

platforms. Multi-factor authentication and adaptive risk 

score increase the level of assurance and make identity the 

key pillar of trust. By considering identity as the new 

perimeter, the framework eradicates the implicit trust 

propositions which frequently come along with perimeter-

based security. 

 

The second component of the framework is policy 

decision and enforcement mechanism. Each access request 

is compared to a set of dynamic and context-specific rules 

in a centralized point of policy decision. These regulations 

are the user identity, device posture, work load sensitivity 

and geolocation. Policy enforcement points are placed 

near the workloads, i.e. in API gateways or service mesh 

sidecars, such that access decisions are performed as near 

the resources as possible. This separation of policy 

resolution and implementation guarantees flexibility and 

consistency and also allows enterprises to modify or refine 

policies without interfering with application logic. 

 

Microsegmentation of workloads is another 

characteristic of the framework. The architecture divides 

the workloads into granular trust zones instead of 

continuing to use a flat or implicitly trusted network. All 

safety communication only occurs when specifically 

permitted by policy and all interactions between services 
are authenticated and encrypted. Such service meshes as 

Istio offer the technical basis to this segmentation, 

exploiting mutual Transport Layer Security to assure 

confidentiality and authenticity of inter-service traffic. 
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This will highly minimize the chances of sideway 

movement in case of a breach, thus limiting possible harm. 

 

The fourth pillar of the architecture is the continuous 

monitoring and analytics. Since Zero Trust requires 

constant validation, telemetry of all the cloud providers, 

workloads, and network flows is consolidated in a 

centralized monitoring system. Security Information and 

Event Management (SIEM) and Security Orchestration, 

Automation and Response (SOAR) solutions are 

combined to offer real time visibility on the environment. 

Users/workloads are allowed to set behavioral baselines 

and whenever the expected patterns are not met, adaptive 

measures are taken, which may include re-authentication 

of the user, workload isolation or automatic policy 

adaptation. This constant feedback loop is the one that 

makes trust not a permanent grant but one that is re-

evaluated over time depending on the evolving situations. 

 

The last element of the ZTMC building is the trust 

broker. This aspect serves as a mediator between the 

policies in an enterprise level and the heterogenous 

application of the specific cloud provider. It standardizes 

the identity attributes, maps the high-level policies to 

provider-specific controls, and makes sure that the 

enforcement is consistent no matter which platform is used. 

The trust broker is also able to overcome one of the most 

important issues of multi-cloud environments, which is the 

fragmentation of security controls by abstracting over the 

variations between providers. 

 

These elements, put together, form a single 

architecture that implements the idea of Zero Trust in a 

multi-cloud setup. All the requests are authenticated by a 

federated identity management, assessed dynamically by a 

centralized policy engine, executed at the workload level, 

and monitored in real-time to identify anomalies. The 

breaches are contained in encrypted communications that 

are broken down and the trust broker ensures 

interoperability among clouds. The framework does not 

only offer enhanced security assurances but also offers 

organizations a uniform governance paradigm to direct the 

management of multifaceted and decentralized 

infrastructures. 

 

IV. RESULTS AND DISCUSSION 

 
The testing of the achievable Zero Trust for Multi-

Cloud (ZTMC) framework was conducted through a 

controlled multi-cloud testbed which cut across Amazon 

Web Services (AWS) and Microsoft Azure and involved 

the workloads chosen and packaged in containerization 

and managed through Kubernetes. The framework was 

compared to the baseline security models that were based 

mostly on provider-specific perimeter controls and virtual 

private network (VPN) tunneling. The assessment was 

limited on four parameters namely, effectiveness of 

authentication and authorization, consistency of policy 
enforcement, workload segmentation, and workload 

overhead.  

 

Regarding authentication and authorization, the 

outcomes showed that federated identity management 

enhanced access control consistency greatly among 

providers. Identities were propagated between AWS and 

Azure using Security Assertion Markup Language 

(SAML) and OpenId connect, which meant that duplicate 

user accounts were not required and the chances of 

misconfigurations were minimized. Multi-factor 

authentication was applied on both platforms in a 

consistent manner and the adaptive risk-based scoring was 

also checked through the deliberate simulation of 

anomalous logins. Attempts that were not authorized were 

prevented in real-time, which suggested that the 

framework was more effective in applying the principle of 

the Zero Trust of continuous verification in comparison to 

the baseline models. 

 

Enforcement of policy also had significant 

improvements. The centralized decision point of policies, 

which was adopted using the Open Policy Agent (OPA), 

dynamically assessed requests in accordance with 

contextual indicators, including sensitivity to workload 

and geographic location of origin. Kubernetes sidecar 

proxies that were deployed as policy enforcers ensured 

that such decisions were made near the workloads. When 

comparing with the baseline models, it was observed that 

ZTMC policies were consistent across clouds, and 

baseline policies had differences based on provider-

specific settings. This observation affirmed that the trust 

broker element worked efficiently in normalising policies 

and preserving interoperability of heterogeneous 

environments. 

 

Micro segmentation also improved security by 

limiting lateral movement that was unauthorized. The 

testbed had segmented services into specific trust zones 

and inter-service communications were encrypted using 

mutual Transport Layer Security (mTLS). The lateral 

attacks, which were simulated by penetration tests, 

ensured that the segmentation had been effective in 

restricting the mobility of the attacker across the 

workloads, unlike the baselike environment, where one 

service which had been compromised could lead to the 

future access to other services. This confirmed the 

relevance of microsegmentation and workload-level 

encryption as viable implementations of the principles of 

Zero Trust. 

 

Constant surveillance was also very useful. Security 

telemetry was then centralized into a single Security 

Information and Event Management (SIEM) environment 

with security responses being automated using the 

Security Orchestration, Automation, and Response 

(SOAR) platform. Behavioral thresholds were put in place 

and anomalies like abnormal volumes of data transfer or 

unusual time of day to log in were easily spotted. 

Automated responses such as re-authentication challenge 

and isolation of workload decreased the mean time to 
detection and mean time to response than was the case with 

the baseline system. These findings verified that proactive 

Zero Trust posture is vital to continuity monitoring and 

adaptive response. 
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The performance analysis indicated the presence of trade-

offs that should be taken into consideration in the real 

deployments. Expectedly, the activation of mTLS and 

running authentication also added the CPU and memory 

usage, which was the same as the findings of Rodigari et 

al. (2021). Latency measurements showed a small 

increment of 8-12 percent service to service 

communication time over baseline models. Although this 

overhead did not prove to be prohibitive, it highlighted the 

importance of having a balance between security and 

performance. Notably, the analysis has shown that the 

overhead was acceptable enough to be used in enterprise 

applications especially when compared to the high security 

and consistency benefits. 

 

 Comparative Results Table 

The evaluation results for the proposed ZTMC 

framework and the baseline perimeter-centric security 

model are summarized in Table 1. The table presents both 

security and performance metrics, highlighting the 

significant improvements achieved under ZTMC. 

 

Table 1 Comparative Analysis of Baseline vs ZTMC Framework 

Metric Baseline (Perimeter Security) ZTMC Framework (Proposed) Improvement 

Authentication success 

(legitimate) 

97% 99.8% +2.8% 

Unauthorized access attempts 

blocked 

78% 100% +22% 

Lateral movement prevention 40% 100% +60% 

Mean Time to Detection 

(MTTD) 

6.8 sec 2.1 sec 3.2× faster 

Mean Time to Response 

(MTTR) 

12.5 sec 4.3 sec 2.9× faster 

Latency overhead (service-to-

service) 

0% baseline +8–12% — 

CPU utilization increase 0% baseline +5–9% — 

 

The ZTMC framework has showed the highest level 

of prevention of unauthorized access attempts and lateral 

movement, as indicated in Table 1, and also minimized the 

time of detection and response. These enhancements were 

at the expense of moderate performance in latency and 

CPU consumption. 

 

In general, the findings validated the assumption that 

the ZTMC framework was effective in the translation of 

the principles of the Zero Trust to the multi-cloud 

environments. There was uniform authentication and 

authorization, consistent application of policy across 

providers, restricted movement laterally and it offered 

real-time adaptive defenses through monitoring. These 

findings have a number of implications that have been 

discussed. To start with, the implementation of Zero Trust 

in multi-cloud settings can be implemented in practice 

without causing too much interference, assuming that 

companies are willing to make performance trade-offs in 

the middle ground. Second, as an enabler of success, 

federated identity and centralized policy decision engines 

are essential, since they stem out of the fragmentation of 

multi-cloud security. Third, microsegmentation and 

constant monitoring should be the standards deemed as 

non-negotiable in the deployment of any Zero Trust 

system since these directly limit the threat of massive 

compromise. Lastly, although the framework has been 

shown to work in a two-cloud testbed, further optimization 

and perhaps standardization will need more providers and 

the integration of legacy systems. 

 

The architectural diagram depicted the ZTMC model 

as a layered model. At the apex, users and devices would 

be authenticated by a federated Identity and Access 

Management (IAM) system which would be linked to the 

AWS and Azure identity providers. Authentication request 

was redirected to the Trust Broker who was at the centre 

of the diagram and normalised attributes and guaranteed 

uniform propagation across to clouds. Trust broker 

requests were then sent to the Policy Decision Point (PDP) 

which represented a centralized engine and was linked to 

context streams like geolocation, device posture, and 

threat intelligence feeds. 

 

Policy decisions were sent to Policy Enforcement 

Points (PEPs), which are sidecar proxies installed 

alongside workloads in both Kubernetes clusters on AWS 

and Azure. The workloads were separated into a micro 

segmented space, represented in a separate box with 

boundaries which signify restricted communication. The 

inter-service communication lines between zones were all 

represented by double ones depicting mutual encryption 

on TLS. A Continuous Monitoring and Analytics Layer 

was also depicted around the architecture, as a perimeter 

which received IAM, workloads and network flow 

telemetry. This layer was linked to a SIEM/SOAR system 

in the form of a control hub, which propagated the adaptive 

policy updates to the PDP. The feedback loop focused on 

the constant verification and adaptation reaction. 

 

The principles of Zero Trust were supported visually 

by the figure 1 below which indicated how authentication, 

authorization, encryption, segmentation, monitoring and 

trust brokering collaborated in the multiple clouds to 

exercise uniform security. 
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Fig 1 Zero Trust for Multi-Cloud (ZTMC) Framework Architecture 

 

V. FUTURE WORK 
 

Future research should build upon these findings in 

several directions. First, there is a need for large-scale 

empirical studies that validate Zero Trust deployments 

across multiple providers, including hybrid combinations 

of public clouds, private data centers, and edge 

infrastructures. Such studies could provide a more 

comprehensive understanding of scalability, 

interoperability, and operational complexity. 

 

Second, future work should explore the integration of 

artificial intelligence into Zero Trust frameworks. 

Machine learning algorithms could enhance adaptive 

decision-making by analyzing behavioral patterns, 

predicting anomalies, and dynamically adjusting access 

policies. 

 

Third, as organizations begin to prepare for the 

advent of quantum computing, research should investigate 

the incorporation of quantum-safe encryption algorithms 

into Zero Trust deployments to future-proof multi-cloud 

environments. 

 

Fourth, greater attention must be paid to the 
standardization of Zero Trust controls across providers. 

Without agreed-upon industry standards, organizations 

will continue to struggle with interoperability and policy 

fragmentation. 

Finally, further research should examine the human 

and organizational dimensions of Zero Trust adoption, 

including cultural shifts, change management, and the 

training of security personnel. 

 

VI. CONCLUSION 
 

This research set out to address the challenges of 

securing multi-cloud environments through the 

application of Zero Trust Architecture (ZTA) principles. 

The study recognized that traditional perimeter-based 

models were no longer sufficient in distributed and 

heterogeneous infrastructures where workloads, users, and 

services operated across multiple providers. To bridge this 

gap, the research proposed and implemented a Zero Trust 

for Multi-Cloud (ZTMC) framework that unified identity 

federation, centralized policy decision-making, 

microsegmentation, continuous monitoring, and a trust 

brokerage mechanism. The evaluation of the framework 

demonstrated that it successfully enforced Zero Trust 

principles in a controlled multi-cloud testbed. 

Authentication and authorization were applied 

consistently across providers through federated identity 

management, and policy enforcement was achieved 

uniformly via the use of a centralized policy decision point 
and distributed enforcement points. Microsegmentation 

and encrypted service-to-service communication restricted 

lateral movement, while continuous monitoring and 

adaptive responses provided real-time defense against 
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anomalies. Although the results indicated modest 

performance overhead in terms of CPU utilization, 

memory consumption, and latency, these costs were 

outweighed by the improvements in security posture, 

policy consistency, and governance across heterogeneous 

platforms. 

 

The contributions of this research were fourfold. 

First, it provided a reference architecture for applying Zero 

Trust in multi-cloud environments, addressing 

interoperability and heterogeneity challenges. Second, it 

developed a methodology for evaluating performance and 

security trade-offs in such deployments. Third, it validated 

the feasibility of applying Zero Trust principles through 

prototype implementation and controlled experiments. 

Finally, it offered practical insights and recommendations 

for practitioners considering Zero Trust adoption in multi-

cloud infrastructures. Despite these contributions, the 

study faced several limitations that should be 

acknowledged. The prototype was implemented within a 

two-provider testbed, which, while representative, did not 

capture the full complexity of large enterprises operating 

across multiple public and private clouds. The 

performance evaluation, though indicative, was 

constrained by the scale of the experimental environment 

and may vary in production deployments. Furthermore, 

while the research explored contextual signals such as 

geolocation and device posture, it did not fully incorporate 

advanced adaptive techniques such as artificial 

intelligence or machine learning for risk-based policy 

decisions. In conclusion, this research demonstrated that 

Zero Trust principles could be effectively adapted to 

multi-cloud environments and offered a practical 

framework for doing so. While performance trade-offs 

exist, the benefits of consistent policy enforcement, 

improved visibility, and stronger defense against lateral 

movement justify the adoption of Zero Trust in multi-

cloud infrastructures. As cloud adoption continues to 

expand and evolve, the insights gained from this research 

provide a foundation upon which future innovation, 

standardization, and large-scale implementation can be 

built. 
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